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Optimal Cooperative Jamming for Multiuser
Broadcast Channel with Multiple Eavesdroppers
Jun Yang, Member, IEEE, Il-Min Kim, Senior Member, IEEE, and Dong In Kim, Senior Member, IEEE

Abstract—Cooperative jamming for multiuser multiple input
multiple output (MIMO) broadcast channel is studied to enhance
the physical layer security with the help of a friendly jammer.
We assume the base station transmits multiple independent data
streams to multiple legitimate users. During the transmission,
however, there are multiple eavesdroppers with multiple antennas
that have interests in the streams from the base station. In order
to wiretap the desired streams, the eavesdroppers may collude
or not, and maximize the signal-to-interference-plus-noise ratio
(SINR) of the desired streams using receive beamforming. The
optimal cooperative jammer is designed to keep the achieved
SINR at eavesdroppers below a threshold to guarantee that
the transmission from the base station to legitimate users is
confidential. One main advantage of the proposed cooperative
jamming scheme is that no modification is needed for the existing
precoding schemes at the base station and decoding schemes at
legitimate users. Thus, any existing practical precoding/decoding
schemes for multiuser MIMO broadcast channel can be applied
directly with the help of a friendly jammer using the proposed
cooperative jamming.

Index Terms—Cooperative jamming, multiuser broadcast
channel, physical layer security.

I. INTRODUCTION

DUE to the broadcast nature of wireless channels, all
users in the coverage area can overhear the transmitted

signal, which facilitates eavesdropping on ongoing transmis-
sion of data. The capability to enable the legitimate receiver
to successfully obtain confidential messages, while protecting
against potential eavesdroppers, is of increasing importance.
Though traditional security mechanisms are mainly based on
cryptographic algorithms at higher layers, the security on
physical layer has attracted considerable attention recently
[1]–[12]. The basic idea of physical layer security is to
exploit the physical characteristics of the wireless transmis-
sion medium to communicate confidential messages. Secure
communication using information-theoretic point of view was
studied by [1]–[3], [13]–[15]. In many works, the achievable
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secrecy rate or signal-to-interference-plus-noise ratio (SINR)
has been adopted as a metric of security [4]–[9].

Secret communication in a Multiple Input Multiple Output
(MIMO) setting was presented in [16] by applying and extend-
ing the single-antenna wiretap theory. Moreover, a degraded
Single Input Multiple Output (SIMO) wiretap channel was
studied in [17] and the corresponding Multiple Input Single
Output (MISO) case was studied in [18]–[20]. Then much
work has been done for understanding the full-fledged MIMO
wiretap channel [21]–[24]. For example, the secrecy capacity
of the MIMO wiretap channel was studied by Oggier and
Hassibi [23], in which an upper bound was derived. Subse-
quently, numerous research contributions emerged considering
a number of practical issues regarding the MISO or MIMO
wiretap channels [6]–[8], [16], [21], [25]–[29]. Among these,
the strategy of artificial noise or Cooperative Jamming (CJ)
is one of the effective approaches, which was suggested by
Goel and Negi in [21], [24] and later studied by many other
researchers [30], [31]. It was shown that if properly injected
to the system, interference can be a potentially beneficial
phenomenon to security.

In most of existing works on CJ, such as [4]–[6], [8], [10],
the signal from the source is often composed of only a single
data stream transmitted to only one user in the existence of one
or more eavesdroppers. In practice, however, the source may
transmit multiple independent streams to multiple users, such
as in multiuser MIMO broadcast channels [32] and this was
a very active research topic in the past decade. In a multiuser
MIMO broadcast channel, the eavesdropper may be interested
in multiple streams transmitted by the Base Station (BS). Thus,
it is important to ensure that the multiple streams to multiple
legitimate users are confidential to eavesdroppers.

There are only few works on physical layer security for
multiuser MIMO broadcast channel. One reason is that the
commonly used objective function, secrecy capacity, still
remains unknown for the most general multiuser MIMO
broadcast channel. Even for the case of general MIMO com-
munication model with only single stream, the optimal CJ is
still unknown, which has been discussed in [33]. Recently,
the secrecy capacity of MIMO Gaussian broadcast channel is
discussed in [34], in which the authors showed that dirty-paper
coding (DPC) techniques can achieve the secrecy capacity
region. Nevertheless, considering the high complexity of DPC,
directly using DPC is not practical. The existing practical
algorithms on physical layer security for multi-user multi-
stream broadcast channels is very limited to the best of our
knowledge. Only very recently, some work has been discussed
for the scenarios that the channels of eavesdroppers are totally
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unknown [35]–[37]. The authors assumed that some existing
linear precoding/decoding schemes are applied to the BS
and multiple users, and the BS uses some residual power to
broadcast a Gaussian noise. When the eavesdroppers’ channels
are known, which is a common assumption in the area of
physical layer security, the authors in [8] discussed to use
semidefinite programming relaxation (SDR) to jointly design
the CJ and the transmit beamforming of the BS. However,
as mentioned by [8], the obtained CJ when multiple data
streams are transmitted is not optimal since the optimality
of SDR problem does not hold. Moreover, the use of SDR
is limited only to the model in [8]; that is, each user and
eavesdropper has only one antenna. Another scenario is called
the cooperative diversity [38] where a number of cooperative
jammers, each of which has only one antenna, are distributed
in the network without cooperation. In this case, because
the jammers only transmit independent jamming signals, the
design of cooperative jamming degrades to the design of
optimal jamming power allocation, which obviously restricts
the generality of the CJ design.

Since the methods to determine the optimal CJ for multiuser
MIMO broadcast channel are still unknown, in this paper, we
focus on the scenario that a friendly jammer in the network
helps the BS by transmitting CJ signals. Instead of jointly
designing linear precoding-decoding algorithms and CJ, which
is very difficult, our objective is to design only the optimal
CJ which is transmitted by a friendly jammer. For the BS
and multiple users, any existing and well-developed linear
precoding/decoding algorithms can be applied, which can be
actually seen as an advantage of the proposed CJ scheme.

For the multiple eavesdroppers, since our assumption is
that the eavesdroppers are the legitimate terminals who are
currently unscheduled in the downlink but interested in “eaves-
dropping” the data intended for other users, they might want
to collude to maximize the eavesdropping capability [8], [39]–
[43]. Moreover, the assumption that channels of eavesdroppers
are perfectly known to the BS can be reasonable when
eavesdroppers are actually active nodes in the wireless network
so that their channels can be monitored. In the literature,
this is the widely-adopted common assumption in the area
of physical layer security [8], [33], [38], [44]–[47]. Thus,
we assume their channels are known to the friendly jammer,
and they may collude or not collude to wiretap the streams
transmitted by the BS. The simulation results demonstrate
that the proposed optimal CJ can effectively interfere the
eavesdroppers to keep the transmissions between the BS and
legitimate users confidential.

Notation: We use A := B to denote that A by definition
equals to B, and use A =: B to denote that B by definition
equals to A. Moreover, (·)H denotes the operator of conjugate
transpose and E(·) is the expectation operator. For positive
Hermitian matrix, (·) 1

2 denotes the Hermitian squared root.
0N×M denotes an N ×M matrix with all zero elements; IN

denotes an N × N diagonal matrix with diagonal elements
equal to one; and C denotes the set of complex numbers. The
notation vec(·) denotes the vectorization of a matrix, i.e., for
A = [a1, · · · ,aN ] where ai, i = 1, · · · , N are column vec-
tors of A, vec(A) is a vector that equals to [aH

1 , · · · ,aH
N ]H .

Finally, for two matrices A ∈ CN×N and B ∈ CM×M ,

User 1

User J

Eavesdropper 1

Eavesdropper Z

Base 
Station

Friendly 
Jammer

Fig. 1. System model.

diag{A,B} denotes the matrix

[
A 0N×M

0M×N B

]
.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

We consider a wireless network shown in Fig. 1, where there
exist a BS, a friendly jammer helping the BS by transmitting
CJ signal, J legitimate users, and Z eavesdroppers. Assume
the BS with N antennas is transmitting K independent
data streams to the J legitimate users, each of which has
Ki, i = 1, · · · , J receive antennas, respectively. We assume
the total number of receive antennas of all legitimate users
is K =

∑J
i=1 Ki, and all the K streams must be kept secret

from all eavesdroppers. We suppose the friendly jammer has L
antennas and each of the eavesdroppers has Mz, z = 1, · · · , Z
receive antennas. The total number of receive antennas that all
eavesdroppers have is M =

∑Z
z=1 Mz .

We denote the channel matrix from the friendly jammer
to the legitimate users by F ∈ CL×K , the channel matrices
from the BS to the z-th eavesdropper by Hz ∈ CN×Mz , z =
1, · · · , Z , and the channel matrices from the friendly jammer
to the z-th eavesdropper by Gz ∈ CL×Mz . The channel
matrices F , Hz , and Gz are assumed perfectly known to
the friendly jammer. In this paper, we assume the channels
are i.i.d so that the matrices F , Hz and Gz have full column
ranks. Thus, the value of spatial degrees of freedom is equal
to the minimum number of transmit and receive antennas in
an antenna array.

We assume any of the existing linear joint precod-
ing/decoding schemes is already applied at the BS and the
legitimate users for data transmission from the BS to the
legitimate users. More specifically, we use wk ∈ CN×1, k =
1, · · · ,K to denote the linear precoding vector used at the
BS for transmitting the k-th data stream, which means W =
(w1, · · · ,wK) ∈ CN×K is the precoding matrix at the BS.
Let sk(t) be the k-th data stream from the BS to the legitimate
users such that E[|sk(t)|2] = 1. Then the signal received by
the z-th eavesdropper is given by

yz(t) = HH
z

K∑
k=1

wksk(t) +GH
z J(t) + nz , (1)

where J(t) is the CJ signal transmitted by the friendly
jammer and nz ∼ CN (0Mz×1, σ

2IMz ) denotes the zero
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mean noise with covariance matrix σ2IMz . Our goal is to
design the CJ, J(t), at the friendly jammer to improve the
physical layer security of the transmission without modifying
the existing precoding/decoding strategies at the BS and the
legitimate users. Without loss of generality, we let the CJ
signal transmitted by the friendly jammer be designed as
J(t) =

∑M ′

j=1 ujJj(t) where M ′ = min{L − K,M} and
Jj(t) is the j-th independently generated noise which has zero
mean and E[|Jj(t)|2] = 1.

B. Security Metric: Achieved SINR at Eavesdroppers

As the metric of security, the error probability of joint
Maximum Likelihood (ML) decoding of all K streams might
be adopted. Unfortunately, using such error probability, the
analysis of the CJ design problem would become extremely
difficult and we cannot get any meaningful analytical results.
Furthermore, ML decoding highly depends on the channel
coding scheme, the constellation adopted by the system, and
the number of eavesdroppers who collude. This makes the
analysis even much more difficult. For example, in [48], the
instantaneous Bit Error Rate (BER) of ML decoding was
analyzed only for two terminals with Binary Phase Shift
Keying (BPSK). Even for the simplest case, the analysis is very
complicated and the final expression is extremely complex.

For this reason, in this paper, we use the SINR as the metric
of physical layer security. Different from error probability
and secrecy capacity, keeping the SINRs of data streams
at eavesdroppers low (thus, the quality-of-service is low) is
a very practical and implementable as of today to enhance
the physical layer security, and thus, it has been widely
adopted as a security measure [6]–[9]. It is assumed that
linear receive beamforming is used for eavesdroppers as in
many existing works of physical layer security [6], [8], [10].
Although the eavesdroppers could use more sophisticated non-
linear techniques to decode the streams such as the joint ML
decoding, the SINR achieved by linear beamforming provides
an indication of the relative capability of eavesdroppers to
wiretap the data streams.

Two scenarios for eavesdroppers are considered: colluding
and non-colluding. In the colluding scenario, all the eaves-
droppers will cooperate to form a large (virtual) antenna array
with M antennas, which maximizes the receive beamforming’s
capability. In the non-colluding scenario, each eavesdropper
performs receive beamforming without cooperation, which can
be seen as the general case since when Z = 1 the non-
colluding scenario degrades to the colluding scenario.

If the eavesdroppers are not colluding, the z-th eavesdropper
can perform the receive beamforming to maximize the output
SINR for the k-th stream and the maximum SINR is defined
by

SINR(N)
k,z := max

vk,z

|vH
k,zak,z |2

vH
k,zRzvk,z − |vH

k,zak,z |2 , (2)

where vk,z is the receive beamforming vector designed
for the k-th stream by the z-th eavesdropper, ak,z :=
HH

z wk ∈ CM×1, bj,z := GH
z uj ∈ CM×1, and Rz :=

E{yz(t)y
H
z (t)} =

∑K
k=1 ak,za

H
k,z +

∑M
j=1 bj,zb

H
j,z + σ2IMz .

It is well-known that (see [49, Eq. (6.14) and Eq. (6.15)] for

instance) the optimal vk,z is given by vk,z = R−1
z ak,z and

the maximum SINR is given by

SINR
(N)
k,z =

aH
k,zR

−1
z ak,z

1− aH
k,zR

−1
z ak,z

, k = 1, · · · , K, z = 1, · · · , Z.
(3)

Similarly, for the case of colluding eavesdroppers, the
total received signal at the eavesdroppers can be denoted as
y(t) = [yH

1 (t), · · · ,yH
Z (t)]H . Also, define the covariance

matrix R := E{y(t)yH(t)} =
∑K

k=1 aka
H
k +

∑M
j=1 bjb

H
j +

σ2IM , where H = (H1, · · · ,HZ), G = (G1, · · · ,GZ),
ai = HHwi = [aH

i,1, · · · ,aH
i,Z ]

H , and bj = GHuj =

[bHj,1, · · · , bHj,Z ]H . Then the SINR maximization problem for
the k-th stream for colluding eavesdroppers can be written as

SINR(C)
k := max

vk

|vH
k ak|2

vH
k Rvk − |vH

k ak|2 , (4)

where vk is the receive beamforming weight vector for the
whole antenna array formed by all the eavesdroppers. The
optimal vk and the resulting SINR can be obtained by vk =
R−1ak and

SINR
(C)

k =
aH
k R−1ak

1− aH
k R−1ak

, k = 1, · · · ,K. (5)

Note that for colluding eavesdroppers, aggregating individual
received signals with absolutely no noise and attenuation
might be difficult in practice. However, for the worst case
scenario of colluding, one has to assume that the colluding
eavesdroppers could aggregating their individual received sig-
nals perfectly in order to make the designed CJ effective.
Moreover, the colluding case could also be seen as the
case that there is only one eavesdropper with a large array
consisting of M antennas, in which the eavesdropper could
achieve the best SINR as shown in Eq. (5).

C. Cooperative Jamming (CJ)

In this subsection, we formulate the CJ signal design
problems for the friendly jammer. Note that since the eaves-
droppers with multiple antennas have the capability to reject
CJ signals, the designed CJ signal must be composed of
several independently generated noises in order to exhaust
the spatial degrees of freedom of eavesdroppers’ antenna
array. Moreover, in order to avoid interfering the legitimate
users, we design CJ signal such that nulls are formed at
the legitimate users. Then the design problem of CJ signal
becomes the design problem of a jamming weight matrix
U = (u1, · · · ,uM ′ ) ∈ CL×M ′

. The jamming weight matrix
is required to be orthogonal to the channels of the legitimate
users, i.e., UHF = 0M ′×K . The number of columns of U is
set to M ′ = min{L−K,M}, because L−K is the maximum
degrees of freedom that the friendly jammer can utilize after
using K degrees of freedom for UHF = 0, and M is the
maximum degrees of freedom that multiple eavesdroppers
have. Each column of U corresponds a weight vector for
independently generated noise for jamming. Considering Jj(t)
are normalized and independent, the total power of CJ can
be written as E[‖J(t)‖2] = ∑M ′

i=1 ‖ui‖2 = tr{UHU}. One
should note that the column rank of the finally designed U
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may be lower than M ′; for instance, when some columns
of U are zero vectors. This is because for each data stream
transmitted by the BS, the remaining K − 1 data streams act
as interference as well, and thus, the degrees of freedom for
the CJ could be less than M ′.

Now, we formulate the CJ design problems such that the
transmit power is minimized subject to the achievable SINR
constraints for the eavesdroppers.

1) Non-Colluding Eavesdroppers (General Case): When
there is no cooperation among eavesdroppers, the maximum
achievable SINR of the k-th stream obtained by the z-
th eavesdropper is given by (3), and we will denote it as
SINR

(N)

k,z (U) to emphasize that it is a function of jamming
weight matrix U . Then we constrain the SINR as follows:
SINR

(N)

k,z (U) ≤ ηk,z , k = 1, · · · ,K, z = 1, · · · , Z , in which
ηk,z are predetermined SINR thresholds. The jamming power
minimization problem can be formulated as follows.

(P1) :U
(N)
opt = argmin

U
P

(N)
tot

s.t. P
(N)
tot = tr{UHU}, UHF = 0M ′×K ,

SINR
(N)

k,z (U ) ≤ ηk,z, k = 1, · · · ,K, z = 1, · · · , Z.
(6)

Once U
(N)
opt is obtained, the maximum achieved SINR of the

k-th stream by the z-th eavesdropper can then be computed
as SINR

(N)

k,z (U
(N)
opt ).

2) Colluding Eavesdroppers: If eavesdroppers are collud-
ing, a large (virtual) antenna array with M antennas is formed
across all eavesdroppers. The maximum achieved SINR of
the k-th stream is given by (5), and we will denote it as
SINR

(C)

k (U) to emphasize that it is a function of jamming
weight matrix U . Letting ηk denote the predetermined thresh-
old for the SINR of the k-th stream, we can formulate the
jamming power minimization problem as follows:

(P2) :U
(C)
opt = argmin

U
P

(C)
tot

s.t. P
(C)
tot = tr{UHU}, UHF = 0M ′×K ,

SINR
(C)

k (U) ≤ ηk, k = 1, · · · ,K.

(7)

Once U
(C)
opt is obtained, the maximum achieved SINR of

the k-th stream by the colluding eavesdroppers can then be
computed as SINR

(C)

k (U
(C)
opt ).

For the problems formulated above, it is clear that P2 can
be seen as a special case of P1 by assuming the number
of eavesdroppers is Z = 1 and the number of antennas of
the single eavesdropper is Mz = M . Unfortunately, both
optimization problems P1 and P2 are in general non-convex
because the SINR constraints are non-convex. In fact, the
problems P1 and P2 may be even infeasible because the SINR
constraints may not be satisfied for any U . In the next section,
we first discuss the existence of solutions of P1 and P2, and
then derive the optimal solutions.

III. OPTIMAL COOPERATIVE JAMMING

In this section, we first discuss the conditions required for
the existence of solutions of P1 and P2. Then the optimal
solutions to P1 and P2 are derived when L−K ≥ M . Finally,

when L − K < M , for P2 which is a special case of P1,
we derive an asymptotically optimal solution in the sense of
ηk → 0.

A. Existence of Solutions to P1 and P2

In this subsection, we discuss the existence of solutions
to P1 and P2. When the constraints of the problems cannot
be satisfied by any U , i.e., no feasible point exists for the
problems, there is no solution of optimal CJ. We first give a
sufficient condition for the existence of solution to P1.

Lemma 1: If L−K ≥ M , a solution exists for P1.
Proof: See Appendix A.

The result of this lemma can be intuitively explained as
follows: the degrees of freedom, L, available to the friendly
jammer must be larger than or equal to the summation of those
K+M of the eavesdroppers and the legitimate users. That is,
K degrees of freedom are needed to satisfy the zero-forcing
constraint to the legitimate users, i.e., UHF = 0. Then L−K
is the degrees of freedom that remains at the friendly jammer.
If L − K is not less than M which is eavesdroppers’ total
degrees of freedom, it is always possible to exhaust all the
M degrees of freedom by designing U . However, solutions
may still exist for P1 even if L −K < M , because for each
data stream, the other K − 1 streams can also contribute as
interference to the eavesdroppers. Thus, the condition given in
Lemma 1 is only a sufficient condition. Unfortunately, deriving
the exact necessary and sufficient condition for the existence
of solution for P1 is very difficult, since it highly depends on
the instantaneous channels from the BS to the legitimate users
and to the eavesdroppers.

In the following lemma, we now derive the necessary and
sufficient condition for the existence of the solution to P2.

Lemma 2: A solution to P2 exists if and only if L−K ≥
M ; or L −K < M and ηk

ηk+1 −∑M
j=L−K+1 |ãkj |2 > 0 for

all k = 1, · · · ,K , where [ãk1, · · · , ãkM ]T := R
−1/2
0 ak and

R0 := HHWWHH + σ2I .
Proof: See Appendix B.

Generally speaking, when L − K < M , the degrees of
freedom available to the friendly jammer is not sufficient.
However, depending on the channels and the transmission
schemes of the BS, solution may exists as shown in Lemma
2. For example, if precoding vectors at the BS for some data
streams, determined by the channel from the BS and to the
legitimate users, happen to have nulls in the directions of
eavesdroppers, the corresponding data streams are not received
by the eavesdroppers. Then the friendly jammer only needs to
jam the remaining streams, and thus, optimal CJ solution may
exist even with L−K < M .

B. CJ for case of L−K ≥ M

In this subsection, we derive the solutions for the case of
L − K ≥ M in which the cooperative jammer has more
antenna elements than the total of the users and eavesdroppers.
We note that such scenario is possible in practice because
the total number K =

∑J
j=1 Kj of antennas of the users

and the total number M of antennas of the eavesdroppers are
not necessarily large values while the number L of antennas
of the jammer can be large. Specifically, the number J of
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users must be interpreted as the number of users who are
currently served in the cell, which could be (very) small in
practical cellular systems. Moreover, the total number M of
antennas of eavesdroppers could be small. In fact, in numerous
publications in the area of physical layer security, only a
single eavesdropper with a single antenna has been considered
[1], [2], [50], [51]. Finally, the number L of antennas of the
jammer could be rather large, because it should be possible to
deploy many antennas at the jammer, which is not a mobile
terminal. Overall, both L ≥ K +M and L ≤ K + M must
be very possible scenarios.

Note that the original problems P1 and P2 are non-convex
in general, because the constraints SINR

(N)

k,z (U) ≤ ηk,z and

SINR
(C)

k (U) ≤ ηk are in general non-convex. When L−K ≥
M , however, it is possible to transform P1 and P2 to convex
optimization problems, which can be efficiently solved, e.g.,
using the interior-point method [52]. Since P2 can be seen as
a special case of P1, we only need to solve P1. The result is
presented in Theorem 1.

Theorem 1 (Optimal CJ by P1 when L−K ≥ M ): If L−
K ≥ M , denoting

X := [G1R
−1/2
0,1 , · · · ,GZR

−1/2
0,Z ,F ], (8)

where R0,z := HH
z WWHHz +σ2I , the optimal CJ weight

matrix for P1 is given by

U
(N)
opt = X

(
XHX

)−1

[Σ1, · · · ,ΣZ ,0M×K ]H , (9)

in which Σz is defined by Σz :=[
diag{

√
1

x1,z
− 1, · · · ,

√
1

xMz,z
− 1},0Mz×(L−K−Mz)

]H
.

The variables [x1,z , · · · , xMz ,z]
T =: xz , z = 1, · · · , Z , are

determined by solving the following Z convex optimization
problems individually:

xz = argmin
xz

Mz∑
j=1

cj,z
xj,z

s.t. Ãzxz � γz , 0Mz×1 ≺ xz � 1Mz×1,

(10)

where {c1,z, · · · , cMz ,z} are the diagonal elements from
the (

∑z−1
i=1 Mi + 1)-th to the (

∑z
i=1 Mi)-th diagonal po-

sitions in
(
XHX

)−1

. Assuming [ãk,z,1, · · · , ãk,z,Mz ]
T :=

R
−1/2
0,z ak,z , the (k, j)-th element of Ãz ∈ CK×Mz is

given by |ãk,z,j |2. The vectors γz are defined by γz :=[
η1,z

η1,z+1 , · · · , ηK,z

ηK,z+1

]T
.

Proof: See Appendix C.
That is, when L − K ≥ M , P1 can be solved by the

following steps: First, solve the convex optimization problems
of (10) to obtain xz . Then the matrices Σz can be generated,
and finally, the optimal CJ weight matrix is obtained by sub-
stituting Σz into (9). As a special case, if some eavesdroppers
have only one antenna, i.e., the xz reduces to a scalar xz , then
xz can be derived in closed form as given in the following
corollary.

Corollary 1: For the problem P1 when L−K ≥ M , let Ω
denote the set of indices of eavesdroppers that have only one
antenna, i.e., Mz = 1, z ∈ Ω. Then the solutions of xz are

given in closed form as

xz = 1 +

[
min
k

ηk,z
(ηk,z + 1)|ãk,z |2 − 1

]+
, z ∈ Ω. (11)

Proof: When Mz = 1, the problem of (10) reduces to

xz = argmin
xz

c1,z
xz

s.t. |ãk,z|2xz ≤ ηk,z
ηk,z + 1

, k = 1, · · · ,K, 0 < xz ≤ 1.

(12)

Since c1,z > 0, it can be easily shown that the solution is (11).

Corollary 1 means that if several eavesdroppers only have
one antenna, the computational complexity for the optimal CJ
can be further reduced since some Σz can be obtained in
closed form.

Because the problem P2 can be seen as a special case of P1
where there is one eavesdropper with M antennas, the optimal
CJ for P2 when L − K ≥ M can be derived directly from
Theorem 1, which is presented in the following corollary.

Corollary 2 (Optimal CJ by P2 when L−K ≥ M ): The
optimal CJ weight matrix for P2 when L −K ≥ M is given
by
U (C)

opt = [GR
−1/2
0 ,F ]

(
[GR

−1/2
0 ,F ]H [GR

−1/2
0 ,F ]

)−1
[Σ, 0M×K ]H ,

(13)

where Σ is obtained as Σz in Theorem 1 by ignoring the
subscript z, assuming Z = 1 and Mz = M .

Proof: The result can be obtained from Theorem 1 by
assuming Z = 1 and Mz = M .

In the next subsection, we consider the case of L−K < M ,
in which the optimal CJ may not exist according to Lemmas
1 and 2.

C. CJ for case of L−K < M

For the case of L − K < M , the existence condition of
solution for P1 is unknown. Note that the solution to P1 may
not exist. For example, in the case of ηk,z → 0, it is clear that
at least K+M degrees of freedom are needed for the friendly
jammer in order to satisfy the following constraints, UHF =

0(L−K)×K , SINR
(C)

k (U) → 0, k = 1, · · · ,K . However, K +
M is larger than L in the case of L −K < M . That is, it is
impossible for the friendly jammer to satisfy all the constraints
by designing U . On the other hand, the solution may still exist
for P1 even if L − K < M , because for each data stream,
the other (K − 1) streams can also contribute as interference
to eavesdroppers. For example, if we already know that the
solution of problem P2 exists for some given SINR thresholds
ηk, then the solution of problem P1 with SINR thresholds
ηk,z satisfying ηk,z ≥ ηk must exist, because one can easily

prove the solution of P2 is a feasible point by SINR
(N)

k,z (U) ≤
SINR

(C)

k (U) ≤ ηk ≤ ηk,z .
For problem P2, however, if the additional condition,

ηk

ηk+1 − ∑M
j=L−k+1 |ãkj |2 > 0 for all k = 1, · · · ,K , is

satisfied, then the solution exists as shown in Lemma 2. In this
paper, we focus only on P2, i.e., the colluding case, because
even the existence of the solution cannot be analyzed for P1.

Unfortunately, when L − K < M and ηk

ηk+1 −∑M
j=L−k+1 |ãkj |2 > 0 for all k = 1, · · · ,K , the problem
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P2 is again non-convex and the technique to transform P2
to a convex problem given in Corollary 2 cannot be applied.
Thus, solving P2 is in general very difficult. For mathematical
tractability, therefore, we derive an asymptotically optimal
solution that approaches the optimal solution when ηk → 0.
Note that if ηk = 0, perfect security is achieved for the k-th
data stream in the sense that the SINR is zero or −∞ dB at
the eavesdroppers. Thus, ηk → 0 is an important asymptotic
case for perfect security.

Theorem 2 (Asymptotically Optimal CJ by P2): Suppose
L − K < M and ηk

ηk+1 − ∑M
j=L−k+1 |ãkj |2 > 0 for

k = 1, · · · ,K . Denoting ũ := vec(U) ∈ C
(L2−LK)×1, the

asymptotically optimal CJ weight matrix can be obtained by
U asy-2 = vec−1(ũasy-2), which approaches the optimal CJ as
ηk → 0 for all k = 1, · · · ,K . The ũasy-2 is obtained by the
following convex optimization problem:

ũasy-2 = argũ min
ũ,{x1,··· ,xM′}

ũH ũ

s.t. diag

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩
[

R
−1/2
0 GH

FH

]
, · · · ,

[
R

−1/2
0 GH

FH

]
︸ ︷︷ ︸

M ′

⎫⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎭

ũ

= vec

([
ΣH

0K×M ′

])
,

M ′∑
j=1

|ãkj |2
x2
j

+

M∑
j=M ′+1

|ãkj |2 ≤ ηk
ηk + 1

, xj > 0,

k = 1, · · · ,K, j = 1, · · · ,M ′,
(14)

where Σ := [diag{x1, · · · , xM ′},0M ′,M−M ′ ].
Proof: See Appendix D.

From Theorem 2, one can see that the asymptotically opti-
mal CJ weight matrix is computed numerically by solving the
convex optimization problem in (14). When ηk, k = 1, · · · ,K
are very small, the proposed asymptotically optimal CJ ap-
proaches the optimal CJ. Otherwise, it gives a suboptimal CJ
solution. We would like to note again that the asymptotically
optimal solution we derived approaches the optimal solution
when ηk → 0. Note that ηk is the SINR threshold. If
ηk = 0, this is the case known as the perfect security in
the area of information-theoretic physical layer security [53].
Thus, ηk → 0 is an important asymptotic case for perfect
security. Moreover, we can intuitively explain about the convex
optimization problem (14). The objective function in (14) is
identical to the original objective function of P2 which is
the CJ power. The zero-forcing constraints, which guaranteed
the legitimate users are not affected by the jamming signal,
are transformed to part of the constraint in (14). The relaxed
version of SINR constraints, which guaranteed the SINR of
each stream is lower than certain threshold at eavesdroppers,
is transformed to the other part of the first constraint and the
second constraint in (14).

D. Unknown Collusion Information

In the previous subsections, we have studied the optimal and
asymptotically optimal design of CJ under the assumption that

TABLE I
DIFFERENT CASES FOR THE FRIENDLY JAMMER AND EAVESDROPPERS

Eavesdroppers’ Strategies Friendly Jammer’s Judgements

Case 1 Collude Collude
Case 2 Non-collude Non-collude

Case 3 Non-collude Collude
Case 4 Collude Non-collude

the friendly jammer exactly knows whether the eavesdroppers
collude or not. In this subsection, we discuss the case where
the collusion information of eavesdroppers is unknown to the
friendly jammer.

In Table. I, all the possible cases are listed, in which
Case 1 and Case 2 are the cases when the friendly jammer’s
judgements are correct, whereas Case 3 and Case 4 are the
cases when the judgements are incorrect. For Case 3 and Case
4, therefore, it is important to determine whether or not the
eavesdroppers can do better than expected by the friendly
jammer. Note that we do not discuss any details about how to
detect if the eavesdroppers are colluding or not in this paper.
Nevertheless, we believe such detection might be possible or
not. For example, if two eavesdroppers are geographically
very close, then they should be able to collude by exchanging
their data at a very low transmission power. In this case, if
the friendly jammer is reasonably far away, then the jammer
might not be able to detect such data exchange between the
eavesdroppers.

Let us first consider Case 3 where the friendly jammer uses
U

(C)
opt which is obtained by solving P2 with SINR

(C)

k (U) ≤ ηk
although the eavesdroppers do not actually collude. In this
case, the achieved SINR by the z-th eavesdropper can be com-
puted by substituting U

(C)
opt obtained from (7) to (3), which can

be denoted as SINR
(N)

k,z (U
(C)
opt ). Then the SINR constraints,

SINR
(N)

k,z (U
(C)
opt ) ≤ ηk,z = ηk, are always satisfied since we

can easily prove that SINR
(N)

k,z (U) ≤ SINR
(C)

k (U ) for any
U . This means that the data transmission is secure anyway,
although more power is unnecessary used since U

(C)
opt is not

optimal when the eavesdroppers are not actually colluding.
We now consider Case 4 where the friendly jammer uses

U
(N)
opt when the eavesdroppers actually collude. In this case,

it is not difficult to show that the SINR constraints are not
satisfied in general. Therefore, if the colluding information is
unknown, it would be safe for the friendly jammer to suppose
that the eavesdroppers are colluding and to always use U

(C)
opt

anyway in order to satisfy the SINR constraints. However, this
conservative (or safe) strategy is not needed by the friendly
jammer for the case of asymptotic perfect security of ηk,z →
0. Specifically, for the asymptotic case of ηk,z → 0, we can
prove that even if U

(N)
opt is used by the friendly jammer, the

SINRs achieved at eavesdroppers by colluding approaches the
summation of the SINR achieved by the eavesdroppers without
colluding, which is given in the following Corollary:

Corollary 3: Assume U
(N)
opt is used by the friendly jammer,

although the eavesdroppers are actually colluding. In this
case, the achieved SINR by colluding can be computed by
substituting U

(N)
opt obtained from (6) to (5), which can be

denoted as SINR
(C)

k (U
(N)
opt ). Then for the asymptotic case of
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Fig. 2. Optimal CJ for colluding eavesdroppers and non-colluding eaves-
droppers (L = 35, K = 7, M = 3Z).

ηk,z → 0 for all k, z, the following holds:

lim
ηk,z→0

SINR
(C)

k (U
(N)
opt )∑Z

z=1 SINR
(N)

k,z (U
(N)
opt )

= 1, k = 1, · · · ,K. (15)

Proof: See Appendix E.
From the asymptotic result of Corollary 3, one can see that

although the friendly jammer assumes the eavesdroppers do
not collude when they actually collude, the perfect security
can still be achieved asymptotically as ηk,z → 0. In particular,

the rate at which SINR
(C)

k (U
(N)
opt ) approaches 0 is the same

as the rate at which the summation of SINR
(N)

k,z (U
(N)
opt ) for

z = 1, · · · , Z approaches 0.

IV. SIMULATIONS

In this section, we investigate the performance of the
proposed algorithms numerically. We set the noise power
σ2 = −10 dBm. The channel matrices F , Hz and Gz are
generated according to Rayleigh fading with average received
power of 0 dBm. The precoding matrix at the BS is generated
such that tr{WHW } = 1. We set N = 15 and K = 7 as
default values. For simplicity and comparison, we make ηk and
ηk,z for every k and z have the same value for problems P1
and P2: ηk = ηk,z = η. Monte Carlo experiments consisting
of 1000 independent trials are performed to obtain the average
results.

In the first two examples, we consider the cases L−K ≥ M .
We first assume each eavesdropper has Mz = 3 antennas
and change the number Z of eavesdroppers from 1 to 8. The
performance of the optimal CJ from P1 and P2 is given in
Fig. 2 for different SINR constraints. From the figure, one can
see that in order to constrain the achievable SINR lower than
the same threshold, more jamming power is needed if more
eavesdroppers exist. Also, the average CJ power decreases
as the given SINR threshold η increases. When Z > 1
the CJ power required to jam colluding eavesdroppers is
always larger than the CJ power required to jam non-colluding
eavesdroppers.

We now change the SINR thresholds, η, from −20 dB to 10
dB, and the performance of the optimal CJ from P1 and P2 is
given in Fig. 3 when the friendly jammer has different number
of antennas. From the figure, one can see that the required
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Fig. 3. Optimal CJ for colluding eavesdroppers and non-colluding eaves-
droppers (K = 7, M = 12).

jamming power reduces when L increases. For example, in
order to make sure the achieved SINR at eavesdroppers is
lower than −20 dB, for colluding cases, the required jamming
power is about 30 dB when L = 20, but only about 17 dB
when L = 40. This means that an effective way to enhance
the jamming capability of friendly jammer is to increase the
spatial degrees of freedom at the friendly jammer.

In the next two examples, we investigate the asymptotically
optimal CJ and the cases L−K < M . We assume K = 3 and
there are Z = 4 eavesdroppers each with Mz = 3 antennas.
Thus, the total number of antennas that eavesdroppers have
is M = 12. We first investigate the probability of existence
of solutions for P2 using the conditions given in Lemma 2.
The results are shown in Fig. 4, in which the channel matrices
and the linear precoding matrix are generated independently to
compute the probability that the CJ solution exists. According
to Fig. 4, the CJ solution is unlikely to be existing when
the SINR threshold is very low, especially with a small
value of L. Next, we investigate the performance of proposed
asymptotically optimal CJ for different values of L when the
CJ solution exists (i.e., the conditions in Lemma 2 hold). The
simulation results are shown in Fig. 5. Note that when L = 12
or L = 14, the optimal CJ is unknown since L−K < M . We
also included the case that L = 16 which satisfies L−K ≥ M
in the figure. For the case of L = 16, both the asymptotic CJ
and the optimal CJ proposed in Theorem 1 are plotted for
comparison. From the figure, one can see that the proposed
asymptotically optimal CJ approaches the optimal CJ when η
is very small as predicted by Theorem 2. For the performance
gap of the optimal CJ and the asymptotically optimal CJ, we
note that it is caused by relaxing a non-convex constraint to a
relaxed constraint which is convex as shown in Appendix D.
The original constraint is

M ′∑
j=1

|ãkj |2
1 + x2

j

+

M∑
j=M ′+1

|ãkj |2

=

⎛
⎝M ′∑

j=1

|ãkj |2
x2
j

+

M∑
j=M ′+1

|ãkj |2
⎞
⎠−

M ′∑
j=1

|ãkj |2
x2
j (1 + x2

j )

≤ ηk
ηk + 1

−
M ′∑
j=1

|ãkj |2
x2
j (1 + x2

j)
,

(16)
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Fig. 4. Existence of CJ solution for colluding eavesdroppers (K = 3,
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Fig. 5. Asymptotic optimal CJ for colluding eavesdroppers (K = 3, M =
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where the inequality is given by the relaxed constraint in (14).
If we define δk := (ηk + 1)

∑M ′

j=1
|ãkj |2

x2
j(1+x2

j)
> 0, we can

further write the colluding SINR of (5) as

SINR
(C)

k =
aH
k R−1ak

1− aH
k R−1ak

=

∑M ′

j=1
|ãkj |2
1+x2

j
+
∑M

j=M ′+1 |ãkj |2

1−
(∑M ′

j=1
|ãkj |2
1+x2

j
+
∑M

j=M ′+1 |ãkj |2
)

≤
ηk−δk
ηk+1

1− ηk−δk
ηk+1

= ηk − δk + δkηk
1 + δk

.

(17)

Since δkηk

1+δk
> 0, the above derivations imply that the original

SINR constraint in P2, i.e., SINR
(C)

k ≤ ηk, is replaced by a

more strict constraint SINR
(C)

k ≤ ηk − δk+δkηk

1+δk
in the relaxed

problem (14). As we can see from the definition, δk → 0 when
x2
j → +∞. As it is known that x2

j → +∞ when ηk → 0,
we can know that the SINR gap δk+δkηk

1+δk
→ 0 when ηk → 0.

However, when ηk is not small, the asymptotically optimal CJ
which actually satisfies the more strict constraints SINR

(C)

k ≤
ηk− δk+δkηk

1+δk
must have more power than the optimal CJ which

only needs to satisfy SINR
(C)

k ≤ ηk.
In the next example, we consider Case 4 of Table. I. Partic-

ularly, we assume L−K ≥ M and the optimal CJ is designed
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by the general case, i.e., P1. Thus, the BS supposes that the
eavesdroppers would not collude. However, the eavesdroppers
are actually colluding to achieve their maximum SINR. This
means the friendly jammer solves a “wrong” problem; thus,
the achieved SINR by eavesdroppers could be larger than η.
In Fig. 6, the achieved SINR at eavesdroppers by colluding,
as well as the asymptotic result given by (15), are shown
versus SINR threshold, η. From the figure, one can see that,
by colluding, the eavesdroppers achieve a higher SINR than
the given threshold η. Moreover, the asymptotic result given
in (15) is accurate when η is small enough, e.g., lower than
−5 dB.

Next, we compare our optimal CJ when L−K ≥ M with
another existing work [33] in which one single stream1 (K =
1) and one eavesdropper is assumed and secrecy rate is used
as metric of physical layer security. For comparison with the
work [33], we need to assume there is only one stream (K =
1) in our model, the matrix Kx defined by [33, Eq. (4)] is
set equal to WWH in our paper. Then we obtain the matrix
Kw defined by [33, Eq. (3)] using [33, Eq. (40)], which is
equivalent to the matrix UUH in the model of our work. For
the cases M = 5 and L equals to 6, 8 and 10, respectively, we
compared the achieved SINR at the eavesdropper at different
power level using the proposed optimal CJ in Theorem 1 and
the existing CJ proposed in [33]. The results are shown in Fig.
7, from which one can see that the SINR at the eavesdroppers
always decreases as the CJ power increases. However, with
the same jamming power, the SINR is at least 10 dB lower
for the proposed optimal CJ, compared to the CJ proposed in
[33]. This means the proposed CJ is much more effective than
the CJ in [33] when SINR is used as the metric of security.

Since we assumed that perfect knowledge of the CSI of
eavesdropper is available to the friendly jammer, in the last
example, the robustness of the proposed CJ with regard to
uncertainties on eavesdropper’s CSI is investigated by simula-
tion. Specifically, we consider the channel matrices from the
BS and friendly jammer to the eavesdroppers, i.e., Hz and

1In [33], only one message is transmitted in a single time slot. In our
work, we call it “one stream” since no two or more messages are transmitted
at the same time. When multiple messages are transmitted simultaneously to
multiple users in one time slot, there are “multiple streams” in the network,
which is the case we considered in this paper.
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Gz , are perturbed by a random matrix ΔHz
and ΔGz

. In
this scenario, only the perturbed channel matrices Hz+ΔHz

and Gz+ΔGz are available to the friendly jammer.We model
ΔHz

and ΔGz
as zero-mean Gaussian random matrices with

covariance matrices equal to τH,zI and τG,zI , respectively.
For simplicity, we set τ = τH,z = τG,z , K = 7, M = 10
and L = 20 in the simulation. The actually achieved SINR
by eavesdropper versus τ in the colluding case for different
choices of SINR threshold η is shown in Fig. 8. According
to the figure, one can see that when τ is equal to or lower
than −25 dB, the achieved SINR at eavesdroppers is almost
the same to the ideal case that perfect CSI of eavesdroppers
is known to the friendly jammer. Even when τ increases
to −15 dB which responses to very large CSI errors, the
eavesdroppers can only achieve a SINR improvement less than
3 dB. Therefore, the proposed CJ strategy is very robust to the
CSI errors of eavesdroppers and thus very practical.

V. CONCLUSIONS AND FURTHER WORK

In this paper, physical layer security for multiuser MIMO
broadcast channel was investigated. We considered the case
that BS transmits independent streams to multiple legitimate
users in the presence of multiple eavesdroppers. At the same
time, friendly jammer which employs multiple antennas trans-
mits a CJ signal to protect the data transmission against
eavesdroppers. We consider that eavesdroppers may choose

to collude or not collude in order to maximize the SINR of
some desired streams. Based on each scenario, optimal or
asymptotically optimal CJ for the friendly jammer is derived.
According to the simulations, the proposed CJ can effectively
interfere eavesdroppers to help BS communicate confidentially
with the legitimate users.

There are few interesting topics for further work. For
example, one may consider the case where there are a large
number of eavesdroppers whose CSI are sampled in i.i.d.
from a continuous distribution. Another interesting topic is
to detect if the eavesdroppers try to collude or not. Finally, it
is interesting to investigate the cooperative diversity scenario
to design optimal CJ for multiuser broadcast channel.

APPENDIX A
PROOF OF LEMMA 1

We only need to prove that the problem P1 is always
feasible when L −K ≥ M , i.e., there exists U that satisfies
all the constraints of P1. Since the zero-forcing constraint
UHF = 0M ′×K needs K degrees of freedom for the friendly
jammer, when L ≥ K + M , the degrees of freedom for
satisfying the SINR constraints is larger than the degrees
of freedom that eavesdroppers have. Note that the SINR

(N)

k,z

is only determined by aH
k,zR

−1
z ak,z . Since aH

k,zR
−1
z ak,z ≤

‖ak,z‖2

λmax(Rz)
where λmax(Rz) is the maximum eigenvalue of

Rz and Rz = HH
z WWHHz + σ2I + GH

z UUHGz , by
Weyl’s Theorem [54, Theorem 4.3.1] we have λmax(Rz) >
λmax(G

H
z UUHGz) because HH

z WWHHz + σ2I is posi-
tive definite.

Assuming U0 to be the basis of orthogonal complement of
the spaces spanned by F ’s column vectors, then for any real
value κ, the matrix U = κU0 satisfies UHF = 0. In this way,
we can get aH

k,zR
−1
z ak,z ≤ ‖ak,z‖2

λmax(Rz)
≤ ‖ak,z‖2

λmax(GH
z UUHGz)

=

1
κ2

‖ak,z‖2

λmax(GH
z U0UH

0 Gz)
. Thus, we can always find a κ and U =

κU0 such that aH
k,zR

−1
z ak,z can be lower than any given

positive value. Therefore, P1 is always feasible.

APPENDIX B
PROOF OF LEMMA 2

First, the existence condition L−K ≥ M can be obtained
directly from Lemma 2. For the cases L−K < M , using the
expression of SINR

(C)

k (U), we can rewrite the design problem
as

min
U

tr{UHU} s.t. UHF = 0M ′×K , aH
k R−1ak ≤ γk,

k = 1, · · · ,K,
(B.1)

where γk := ηk

ηk+1 . Denote R = HHWWHH + σ2I +

GHUUHG =: R0 + GHUUHG; then by [54, Chapter
0.7.4] we have R−1 = (R0 + GHUUHG)−1 = (R0 +
QHQ)−1 = R−1

0 −R−1
0 QH(IL−K +QR−1

0 QH)−1QR−1
0 ,

where Q := UHG ∈ C(L−K)×M . Notice that from
QR−1

0 QH ∈ C
(L−K)×(L−K) and R0 ∈ C

M×M , the rank of
matrix QR−1

0 QH is L−K . Let the eigenvalue decomposition
of QR−1

0 QH be given by V ΛV H . We can generate a matrix
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Σ using Λ = diag{λ1, · · · , λL−K} such that QR
−1/2
0 = V Σ

where Σ = [diag{√λ1, · · · ,
√
λL−K},0L−K,M−L+K ].

Then the constraint akR
−1ak ≤ γk can be rewritten as

akR
−1ak

= akR
−1
0 ak − aH

k R−1
0 QH(IL−K +QR−1

0 QH)−1QR−1
0 ak

= ãH
k [I −ΣH(Λ+ IL−K)−1Σ]ãk ≤ γk,

(B.2)

where ãk := R
−1/2
0 ak. Letting ãk = [ãk1, · · · , ãkM ]T , the

above constraint turns to
L−K∑
j=1

|ãkj |2
1 + λj

≤ γk −
M∑

j=L−K+1

|ãkj |2. (B.3)

Since λj ≥ 0, the above constraint is infeasible if γk −∑M
j=L−K+1 |ãkj |2 ≤ 0. On the other hand, if γk −∑M
j=L−K+1 |ãkj |2 > 0, we can always find a U such that

the minimum eigenvalue of QR−1
0 QH is large enough to

satisfy
∑L−K

j=1
|ãkj |2

1+λmin(QR−1
0 QH)

≤ γk −∑M
j=L−K+1 |ãkj |2,

which means
∑L−K

j=1
|ãkj |2
1+λj

≤ ∑L−K
j=1

|ãkj |2
1+λmin(QR−1

0 QH)
≤

γk −
∑M

j=L−K+1 |ãkj |2. Thus, the problem P2 is feasible.

APPENDIX C
PROOF OF THEOREM 1

Using the expressions of SINR
(N)

k,z (U ), the design problem
can be rewritten as

min
U

tr{UHU} s.t. UHF = 0M ′×K , aH
k,zR

−1
z ak,z ≤ γk,z ,

k = 1, · · · ,K, z = 1, · · · , Z,
(C.1)

where γk,z :=
ηk,z

ηk,z+1 . Denoting Rz = HH
z WWHHz +

σ2I+GH
z UUHGz =: R0,z+GH

z UUHGz , by [54, Chapter
0.7.4] we have R−1

z = (R0,z +GH
z UUHGz)

−1 = (R0,z +
QH

z Qz)
−1 = R−1

0,z−R−1
0,zQ

H
z (IM +QzR

−1
0,zQ

H
z )−1QzR

−1
0,z ,

where Qz := UHGz ∈ CM×Mz . Note that from
QzR

−1
0,zQ

H
z ∈ C

M×M and R0,z ∈ C
Mz×Mz , the rank of ma-

trix QzR
−1
0,zQ

H
z is Mz . Let the eigenvalue decomposition of

QzR
−1
0,zQ

H
z be given by V zdiag{λ1, · · · , λMz , 0, · · · , 0︸ ︷︷ ︸

M−Mz

}V H
z .

We can get QzR
−1/2
0,z = V zΣz , where Σz =

[diag{√λ1,z, · · · ,
√
λMz ,z},0Mz×(M−Mz)]

T .
In this way, the constraint ak,zR

−1
z ak,z ≤ γk,z can be

rewritten as

ak,zR
−1
z ak,z = ak,zR

−1
0,zak,z

− aH
k,zR

−1
0,zQ

H
z (IM +QzR

−1
0,zQ

H
z )−1QzR

−1
0,zak,z

= ãH
k,z [I −ΣH

z (Λz + IM )−1Σz]ãk,z ≤ γk,z ,
(C.2)

where ãk,z := R
−1/2
0,z ak,z . Letting ãk,z =

[ãk,z,1, · · · , ãk,z,Mz ]
T , the constraint turns to

Mz∑

j=1

|ãk,z,j |2
1 + λj,z

≤ γk,z, λj,z ≥ 0, k = 1, · · · ,K, z = 1, · · · , Z.
(C.3)

Using the definition Qz = UHGz and the constraint above
we can write the problem as

min
U ,{λj,z}

tr{UHU}

s.t. FHU = 0K×M ′ , R
−1/2
0,z GH

z U = ΣH
z V H

z ,

Mz∑
j=1

|ãk,z,j |2
1 + λj,z

≤ γk,z , λj,z ≥ 0,

k = 1, · · · ,K, z = 1, · · · , Z.
(C.4)

Let X = [G1R
−1/2
0,1 , · · · ,GZR

−1/2
0,Z ,F ] ∈ CL×(M+K), and

Y = [V 1Σ1, · · · ,V ZΣZ ,0]
H ∈ C

(M+K)×M , then we get

min
U,{λj,z}

tr{UHU} s.t. XHU = Y ,

Mz∑

j=1

|ãk,z,j |2
1 + λj,z

≤ γk,z,

λj,z ≥ 0, k = 1, · · · , K, z = 1, · · · , Z.
(C.5)

Note that (C.3) constrains λ1,z, · · · , λMz ,z only determines
Σz . Thus, in order to solve the problem above, we can first
assume Σz and V z are given. Then the problem reduces to

min
U

tr{UHU} s.t. XHU = Y . (C.6)

Since L−K ≥ M , it is equivalent to the classical least-norm
solution

min
ũ

‖ũ‖2 s.t. diag

⎧⎨
⎩XH , · · · ,XH︸ ︷︷ ︸

M ′

⎫⎬
⎭ ũ = vec{Y }.

(C.7)
Thus, the solution of the above problem can be easily obtained
as

ũopt = diag

⎧⎨
⎩X(XHX)−1, · · · ,X(XHX)−1︸ ︷︷ ︸

M ′

⎫⎬
⎭ vec{Y }.

(C.8)

The U opt then can be computed by

U opt = vec−1(ũopt) = X(XHX)−1Y . (C.9)

The corresponding jamming power can be written as
(C.10) where Bzz is the z-th block diagonal matrix of(
XHX

)−1

. Since the orthogonal matrices V z does not
change the trace, if we denote diagonal elements of Bzz by
c1,z, · · · , cMz,z , the jamming power equals to tr{UH

optUopt} =∑Z
z=1

∑Mz

j=1 cj,zλj,z .
Now we take (C.3) into consideration to determine Σz :

min
λj,z

Z∑
z=1

Mz∑
j=1

cj,zλj,z

s.t.
Mz∑
j=1

|ãk,z,j |2
1 + λj,z

≤ γk,z , λj,z ≥ 0,

j = 1, · · · ,Mz, k = 1, · · · ,K, z = 1, · · · , Z.
(C.11)

Note that the above problem is a convex optimization problem
of λi,z . Furthermore, it is interesting to see that the problem is
separable. Thus, we can further separate the problem into Z
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tr{UH
optU opt} = tr{Y H(XHX)−1Y }

= tr{[V 1Σ1, · · · ,V ZΣZ ,0]
(
XHX

)−1

[V 1Σ1, · · · ,V ZΣZ ,0]
H}

= tr{Σ1B11Σ
H
1 }+ · · ·+ tr{ΣZBZZΣ

H
Z },

(C.10)

subproblems and solve them individually. More specifically,
for any fixed z = 1, · · · , Z , by defining xj,z := 1

1+λj,z
, we

can first solve the z-th subproblem

min
x1,z,··· ,xMz,z

Mz∑
j=1

cj,z
xj,z

s.t. Ãzxz � γz , 0 ≺ xz � 1,

(C.12)
where Ãz ∈ CK×Mz is composed of |ãk,z,j |2, k =
1, · · · ,K, j = 1, · · · ,Mz , xz = [x1,z, · · · , xMz ,z]

T , and
γz = [γ1,z, · · · , γK,z]

T . Then Σz can be generated by xj,z

and the minimum jamming power can be obtained as the sum
of the results from Z subproblems.

Finally, note that none of the jamming power and (C.11)
depend on the orthogonal matrices V 1, · · · ,V Z . Thus, they
can be replaced by identity matrices.

APPENDIX D
PROOF OF THEOREM 2

Following the proof of Lemma 2, we can rewrite the
problem P1 as follows

min
U ,{λj≥0}

tr{UHU}

s.t.

(
R

−1/2
0 GH

FH

)
U =

(
ΣHV H

0K×M ′

)
,

M ′∑
j=1

|ãkj |2
1 + λj

≤ γk −
M∑

j=M ′+1

|ãkj |2, k = 1, · · · ,K,

(D.1)

where Σ = [diag{√λ1, · · · ,
√
λM ′},0M ′,M−M ′ ]. Note that

multiplying an orthogonal matrix V to U does not change the
jamming power since tr{V HUHUV } = tr{UHU}. Thus,
for any given orthogonal V , we can simply replace UV by
U . Since Σ is a function of

√
λj , which is concave, the above

problem is non-convex optimization problem. In the following,
we consider the asymptotic case ηk → 0 which means λj � 1.
First, we replace the variables λj by xj :=

√
λj to convert

the first constraint of (D.1) to a linear function of xj . Then the
only non-convex constraint is the last constraint of (D.1), since

1
1+x2

j
is not convex. When ηk → 0, asymptotically 1

1+x2
j
→

1
x2
j

. Thus, we propose the asymptotically optimal CJ based on
1

1+x2
j
→ 1

x2
j

and the asymptotic problem is given by

min
U ,{xj>0}

tr{UHU}

s.t.

(
R

−1/2
0 GH

FH

)
U =

(
ΣH

0K×M ′

)
,

M ′∑
j=1

|ãkj |2
x2
j

≤ γk −
M∑

j=M ′+1

|ãkj |2, k = 1, · · · ,K.

(D.2)

Using the vectorization of U , i.e., ũ = vec(U), the problem
above can be rewritten as (14), which is a convex optimization
problem of ũ and xj , j = 1, · · · ,M ′ so that it can be solved
by efficient numerical algorithms. The asymptotically optimal
U then can be generated based on the obtained solution ũ of
the asymptotic problem (14).

APPENDIX E
PROOF OF COROLLARY 3

For simplicity, in this proof, ak is denoted as a and ak,z

is denoted by az by ignoring the subscript k. Let ā1 be
the vector [aH

2 , · · · ,aH
Z ]H , and denote R as a block matrix(

R1 R̄12

R̄21 R̄22

)
. Note that R̄12 = R̄

H
21. Then using matrix

inversion lemma for R, we can write aHR−1a as (E.1). For
the last asymptotic case, note that (E.1) can be written as (E.2).

We can see the difference between aHR−1a and
aH
1 R−1

1 a1 depends on the correlation of the received sig-
nals at different eavesdroppers. Based on the assumption
that the channels of eavesdroppers are independent, when
ηk,z → 0, we can get the eigenvalues of R−1

1 ap-
proaching zero, which are much smaller than the eigen-
values of R̄22. Thus, the sum of the last two terms in
(E.2) is much smaller than the first term, which means
limηk,z→0 a

HR−1a − aH
1 R−1

1 a1 = āH
1 R̄

−1
22 ā1. In a sim-

ilar way, we can also get the asymptotic expression of
āH
1 R̄

−1
22 ā1. Thus, iteratively, we can get the following result

limηk,z→0 a
HR−1a =

∑Z
z=1 a

H
z R−1

z az . Overall, we have

limηk,z→0
SINR

(C)
k (U

(N)
opt )

∑Z
z=1 SINR

(N)
k,z (U

(N)
opt )

= limηk,z→0
aHR−1a∑

Z
z=1 aH

z R−1
z az

=

1.

REFERENCES

[1] P. K. Gopala, L. Lai, and H. El Gamal, “On the secrecy capacity of
fading channels,” IEEE Trans. Inf. Theory, vol. 54, no. 10, pp. 4687–
4698, Oct. 2008.

[2] M. Bloch, J. Barros, M. R. D. Rodrigues, and S. W. McLaughlin, “Wire-
less information-theoretic security,” IEEE Trans. Inf. Theory, vol. 54,
no. 6, pp. 2515–2534, June 2008.

[3] J. P. Vilela, M. Bloch, J. Barros, and S. W. McLaughlin, “Wireless
secrecy regions with friendly jamming,” IEEE Trans. Inf. Forensics
Security, vol. 6, no. 2, pp. 256–266, June 2011.

[4] Q. Li and W.-K. Ma, “Optimal and robust transmit designs for MISO
channel secrecy by semidefinite programming,” IEEE Trans. Signal
Process., vol. 59, no. 8, pp. 3799–3812, Aug. 2011.

[5] J. Huang and A. L. Swindlehurst, “Robust secure transmission in
MISO channels based on worst-case optimization,” IEEE Trans. Signal
Process., vol. 60, no. 4, pp. 1869–1707, Apr. 2012.

[6] A. Mukherjee and A. L. Swindlehurst, “Robust beamforming for secu-
rity in MIMO wiretap channels with imperfect CSI,” IEEE Trans. Signal
Process., vol. 59, no. 1, pp. 351–361, Jan. 2011.

[7] T.-H. Chang, W.-C. Chiang, Y.-W. P. Hong, and C.-Y. Chi, “Training se-
quence design for discriminatory channel estimation in wireless MIMO
systems,” IEEE Trans. Signal Process., vol. 58, no. 12, pp. 6223–6237,
Dec. 2010.

[8] W.-C. Liao, T.-H. Chang, W.-K. Ma, and C.-Y. Chi, “QoS-based transmit
beamforming in the presence of eavesdroppers: an optimized artificial-
noise-aided approach,” IEEE Trans. Signal Process., vol. 59, no. 3, pp.
1202–1216, Mar. 2011.



YANG et al.: OPTIMAL COOPERATIVE JAMMING FOR MULTIUSER BROADCAST CHANNEL WITH MULTIPLE EAVESDROPPERS 2851

aHR−1a = aH
1 R−1

1 a1

+ aH

[
R−1

1 R̄12

(
R̄22 − R̄21R

−1
1 R̄12

)−1
R̄21R

−1
1 −R−1

1 R̄12

(
R̄22 − R̄21R

−1
1 R̄12

)−1

− (R̄22 − R̄21R
−1
1 R̄12

)−1
R̄21R

−1
1

(
R̄22 − R̄21R

−1
1 R̄12

)−1

]
a

= aH
1 R−1

1 a1 +
(
āH
1 − aH

1 R−1
1 R̄12

) (
R̄22 − R̄21R

−1
1 R̄12

)−1 (
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+ aH
1 R−1

1 R̄12R̄
−1
22 R̄21

(
R1 − R̄12R̄

−1
22 R̄21

)−1

R̄12R̄
−1
22 R̄21R

−1
1 a1.

(E.2)

[9] W. Shi and J. Ritcey, “Robust beamforming for MISO wiretap channel
by optimizing the worst-case secrecy capacity,” in Proc. 2010 Asilomar
Conf. Signals, Syst. Comput., pp. 300–304.

[10] J. Huang and A. L. Swindlehurst, “Cooperative jamming for secure
communications in MIMO relay networks,” IEEE Trans. Signal Pro-
cess., vol. 59, no. 10, pp. 4871–4884, Oct. 2011.

[11] D. Goeckel, S. Vasudevan, D. Towsley, S. Adams, Z. Ding, and K. Le-
ung, “Artificial noise generation from cooperative relays for everlasting
secrecy in two-hop wireless networks,” IEEE J. Sel. Areas Commun.,
vol. 29, no. 10, pp. 2067–2076, 2011.

[12] Z. Ding, K. K. Leung, D. L. Goeckel, and D. Towsley, “Opportunistic
relaying for secrecy communications: cooperative jamming vs. relay
chatting,” IEEE Trans. Wireless Commun., vol. 10, no. 6, pp. 1725–
1729, June 2011.

[13] A. Wyner, “The wire-tap channel,” Bell Syst. Tech. J., vol. 54, pp. 1355–
1387, 1975.

[14] S. Leung-Yan-Cheong and M. Hellman, “The Gaussian wire-tap chan-
nel,” IEEE Trans. Inf. Theory, vol. 24, no. 4, pp. 451–456, July 1978.

[15] I. Csiszar and J. Korner, “Broadcast channels with confidential mes-
sages,” IEEE Trans. Inf. Theory, vol. 24, no. 3, pp. 339–348, May 1978.

[16] A. O. Hero, III, “Secure space-time communication,” IEEE Trans. Inf.
Theory, vol. 49, no. 12, pp. 3235–3249, Dec. 2003.

[17] P. Parada and R. Blahut, “Secrecy capacity of SIMO and slow fading
channels,” in Proc. 2005 Int. Symp. Inf. Theory, pp. 2152–2155.

[18] Z. Li, W. Trappe, and R. Yates, “Secret communication via multi-
antenna transmission,” in Proc. 2007 Conf. Inf. Sciences Syst., pp. 905–
910.

[19] S. Shafiee and S. Ulukus, “Achievable rates in Gaussian MISO channels
with secrecy constraints,” in Proc. 2007 IEEE Int. Symp. Inf. Theory,
pp. 2466–2470.

[20] S. Shafiee, N. Liu, and S. Ulukus, “Towards the secrecy capacity of the
Gaussian MIMO wire-tap channel: the 2-2-1 channel,” IEEE Trans. Inf.
Theory, vol. 55, no. 9, pp. 4033–4039, Sept. 2009.

[21] S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE
Trans. Wireless Commun., vol. 7, no. 6, pp. 2180–2189, June 2008.

[22] A. Khisti, G. Wornell, A. Wiesel, and Y. Eldar, “On the Gaussian MIMO
wiretap channel,” in Proc. 2007 IEEE Int. Symp. Inf. Theory ISIT, pp.
2471–2475.

[23] F. Oggier and B. Hassibi, “The secrecy capacity of the MIMO wiretap
channel,” in Proc. 2008 IEEE Int. Symp. Inf. Theory, pp. 524–528.

[24] R. Negi and S. Goel, “Secret communication using artificial noise,” in
Proc. 2005 Veh. Technol. Conf. – Fall, vol. 3, pp. 1906–1910.

[25] A. Khisti and G. W. Wornell, “Secure transmission with multiple
antennas I: the MISOME wiretap channel,” IEEE Trans. Inf. Theory,
vol. 56, no. 7, pp. 3088–3104, July 2010.

[26] ——, “Secure transmission with multiple antennas—part II: the MI-
MOME wiretap channel,” IEEE Trans. Inf. Theory, vol. 56, no. 11, pp.
5515–5532, Nov. 2010.

[27] T. Liu and S. Shamai, “A note on the secrecy capacity of the multiple-
antenna wiretap channel,” IEEE Trans. Inf. Theory, vol. 55, no. 6, pp.
2547–2553, June 2009.

[28] J. Li and A. Petropulu, “Optimal input covariance for achieving secrecy
capacity in Gaussian MIMO wiretap channels,” in Proc. 2010 IEEE Int.
Acoustics Speech Signal Process., pp. 3362–3365.

[29] R. Bustin, R. Liu, H. V. Poor, and S. Shamai, “An MMSE approach to
the secrecy capacity of the MIMO Gaussian wiretap channel,” EURASIP
J. Wireless Commun. Netw., vol. 2009, pp. 3:1–3:8, Mar. 2009.

[30] E. Tekin and A. Yener, “The general Gaussian multiple-access and two-
way wiretap channels: achievable rates and cooperative jamming,” IEEE
Trans. Inf. Theory, vol. 54, no. 6, pp. 2735–2751, June 2008.

[31] R. Liu, I. Maric, P. Spasojevic, and R. D. Yates, “Discrete memoryless
interference and broadcast channels with confidential messages: secrecy
rate regions,” IEEE Trans. Inf. Theory, vol. 54, no. 6, pp. 2493–2507,
June 2008.

[32] Q. H. Spencer, C. B. Peel, A. L. Swindlehurst, and M. Haardt, “An
introduction to the multi-user MIMO downlink,” IEEE Commun. Mag.,
vol. 42, no. 10, pp. 60–67, Oct. 2004.

[33] S. A. A. Fakoorian and A. L. Swindlehurst, “Solutions for the MIMO
Gaussian wiretap channel with a cooperative jammer,” IEEE Trans.
Signal Process., vol. 59, no. 10, pp. 5013–5022, Oct. 2011.

[34] R. Liu, T. Liu, H. V. Poor, and S. Shamai, “Multiple-input multiple-
output Gaussian broadcast channels with confidential messages,” IEEE
Trans. Inf. Theory, vol. 56, no. 9, pp. 4215–4227, Sept. 2010.

[35] A. Mukherjee and A. L. Swindlehurst, “Utility of beamforming strate-
gies for secrecy in multiuser MIMO wiretap channels,” in Proc. 2009
Allerton Conf. Commun., Control, Comput., pp. 1134–1141.

[36] ——, “User selection in multiuser MIMO systems with secrecy con-
siderations,” in Proc. 2009 Asilomar Conf. Signals, Syst. Comput., pp.
1479–1482.

[37] M. Pei, J. Wei, K.-K. Wong, and X. Wang, “Masked beamforming for
multiuser MIMO wiretap channels with imperfect CSI,” IEEE Trans.
Wireless Commun., vol. 11, no. 2, pp. 544–549, Feb. 2012.

[38] M. Dehghan, D. L. Goeckel, M. Ghaderi, and Z. Ding, “Energy effi-
ciency of cooperative jamming strategies in secure wireless networks,”
IEEE Trans. Wireless Commun., vol. 11, no. 9, pp. 3025–3029, Sept.
2012.

[39] P. C. Pinto, J. Barros, and M. Z. Win, “Wireless physical-layer security:
the case of colluding eavesdroppers,” in Proc. 2009 IEEE Int. Symp. Inf.
Theory, pp. 2442–2446.

[40] X. Zhou, R. K. Ganti, and J. G. Andrews, “Secure wireless network
connectivity with multi-antenna transmission,” IEEE Trans. Wireless
Commun., vol. 10, no. 2, pp. 425–430, Feb. 2011.

[41] P. C. Pinto, J. Barros, and M. Z. Win, “Secure communication in
stochastic wireless networks—part II: maximum rate and collusion,”
IEEE Trans. Inf. Forensics Security, vol. 7, no. 1, pp. 139–147, Feb.
2012.

[42] O. O. Koyluoglu, C. E. Koksal, and H. El Gamal, “On the effect of
colluding eavesdroppers on secrecy capacity scaling,” in Proc. 2010
European Wireless Conf., pp. 790–795.

[43] X. Wang, M. Tao, J. Mo, and Y. Xu, “Power and subcarrier allocation for
physical-layer security in OFDMA-based broadband wireless networks,”
IEEE Trans. Inf. Forensics Security, vol. 6, no. 3, pp. 693–702, Sept.
2011.

[44] L. Dong, Z. Han, A. P. Petropulu, and H. V. Poor, “Improving wireless
physical layer security via cooperating relays,” IEEE Trans. Signal
Process., vol. 58, no. 3, pp. 1875–1888, Mar. 2010.

[45] J. Li, A. P. Petropulu, and S. Weber, “Secrecy rate optimization under
cooperation with perfect channel state information,” in Proc. 2009
Asilomar Conf. Signals, Syst. Comput., pp. 824–828.



2852 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 12, NO. 6, JUNE 2013

[46] E. A. Jorswieck and A. Wolf, “Resource allocation for the wire-tap
multi-carrier broadcast channel,” in Proc. 2008 Int. Conf. Telecommun.,
pp. 1–6.

[47] J. Zhang and M. C. Gursoy, “Collaborative relay beamforming for
secrecy,” in Proc. 2010 IEEE Int. Conf. Commun., pp. 1–5.

[48] A. Y.-C. Peng, S. Yousefi, and I.-M. Kim, “On error analysis and
distributed phase steering for wireless network coding over fading
channels,” IEEE Trans. Wireless Commun., vol. 8, no. 11, pp. 5639–
5649, Nov. 2009.

[49] H. L. Van Trees, Optimum Array Processing (Detection, Estimation, and
Modulation Theory, Part IV), 1st edition. Wiley-Interscience, 2002.

[50] A. Carleial and M. Hellman, “A note on Wyner’s wiretap channel
(corresp.),” IEEE Trans. Inf. Theory, vol. 23, no. 3, pp. 387–390, 1977.

[51] Y. Liang, G. Kramer, H. V. Poor, and S. Shamai, “Compound wiretap
channels.” EURASIP J. Wireless Commun. Netw., vol. 2009, 2009.

[52] S. Boyd and L. Vandenberghe, Convex Optimization. Cambridge Uni-
versity Press, 2004.

[53] M. Bloch and J. Barros, Physical-Layer Security: From Information
Theory to Security Engineering. Cambridge University Press, 2011.

[54] R. A. Horn and C. R. Johnson, Matrix Analysis. Cambridge University
Press, 1990.

Jun Yang (M’10) received the B.Eng and D.Eng
degrees in electrical engineering from Tsinghua Uni-
versity, China in 2005, and Chinese Academy of
Sciences in 2010, respectively. From Dec. 2004 to
Sept. 2005, he worked at Bell Labs Research China,
Lucent Technologies as a research intern. Since
Nov. 2010, he has been working as a postdoctoral
fellow at Queen’s University, Kingston. His current
research interests include statistical learning, signal
processing and wireless communications.

Il-Min Kim (SM’06) received the B.Sc. degree
in electronics engineering from Yonsei University,
Seoul, Korea, in 1996, and the M.S. and Ph.D.
degrees in electrical engineering from the Ko-
rea Advanced Institute of Science and Technology
(KAIST), Taejon, in 1998 and 2001, respectively.
From October 2001 to August 2002, he was with the
Department of Electrical Engineering and Computer
Sciences, MIT, Cambridge, and from September
2002 to June 2003, he was with the Department
of Electrical Engineering, Harvard University, Cam-

bridge, MA, as a Postdoctoral Research Fellow. In July 2003, he joined
the Department of Electrical and Computer Engineering, Queens University,
Kingston, Canada, where he is currently an Associate Professor. His research
interests include cognitive radio, wireless bidirectional communications,
cooperative diversity networks, physical layer security, CoMP, cross-layer
optimization, and network coding. Dr. Kim was as an Editor for the IEEE
TRANSACTIONS ON WIRELESS COMMUNICATIONS from 2005 to 2011. He
is currently serving as an Editor for the IEEE WIRELESS COMMUNICATIONS
LETTERS and as an Editor for the Journal of Communications and Networks
(JCN).

Dong In Kim (S’89–M’91–SM’02) received the
Ph.D. degree in electrical engineering from the
University of Southern California, Los Angeles, in
1990. He was a tenured Professor with the School
of Engineering Science, Simon Fraser University,
Burnaby, BC, Canada. Since 2007, he has been with
Sungkyunkwan University (SKKU), Suwon, Korea,
where he is currently a Professor with the School of
Information and Communication Engineering. His
research interests include wireless cellular, relay net-
works, and cross-layer design. Dr. Kim has served as

an Editor and a Founding Area Editor of Cross-Layer Design and Optimiza-
tion for the IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS from
2002 to 2011. From 2008 to 2011, he served as the Co-Editor-in-Chief for
the Journal of Communications and Networks. He is currently the Founding
Editor-in-Chief for the IEEE WIRELESS COMMUNICATIONS LETTERS and
has been serving as an Editor of Spread Spectrum Transmission and Access
for the IEEE TRANSACTIONS ON COMMUNICATIONS since 2001.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /ACaslonPro-Bold
    /ACaslonPro-BoldItalic
    /ACaslonPro-Italic
    /ACaslonPro-Regular
    /ACaslonPro-Semibold
    /ACaslonPro-SemiboldItalic
    /AdobeFangsongStd-Regular
    /AdobeHeitiStd-Regular
    /AdobeKaitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobeSongStd-Light
    /AGaramondPro-Bold
    /AGaramondPro-BoldItalic
    /AGaramondPro-Italic
    /AGaramondPro-Regular
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Aharoni-Bold
    /Algerian
    /Andalus
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Aparajita
    /Aparajita-Bold
    /Aparajita-BoldItalic
    /Aparajita-Italic
    /ArabicTypesetting
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BirchStd
    /BlackadderITC-Regular
    /BlackoakStd
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScriptMT
    /BrushScriptStd
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ChaparralPro-Bold
    /ChaparralPro-BoldIt
    /ChaparralPro-Italic
    /ChaparralPro-Regular
    /CharlemagneStd-Bold
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CooperBlackStd
    /CooperBlackStd-Italic
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CurlzMT
    /DaunPenh
    /David
    /David-Bold
    /DFKaiShu-SB-Estd-BF
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /DokChampa
    /Dotum
    /DotumChe
    /Ebrima
    /Ebrima-Bold
    /EccentricStd
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EuphemiaCAS
    /FangSong
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Gabriola
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Gautami-Bold
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GiddyupStd
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /Gisha
    /Gisha-Bold
    /GloucesterMT-ExtraCondensed
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /HoboStd
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /IskoolaPota
    /IskoolaPota-Bold
    /JasmineUPC
    /JasmineUPCBold
    /JasmineUPCBoldItalic
    /JasmineUPCItalic
    /Jokerman-Regular
    /JuiceITC-Regular
    /KaiTi
    /Kalinga
    /Kalinga-Bold
    /Kartika
    /Kartika-Bold
    /KhmerUI
    /KhmerUI-Bold
    /KodchiangUPC
    /KodchiangUPCBold
    /KodchiangUPCBoldItalic
    /KodchiangUPCItalic
    /Kokila
    /Kokila-Bold
    /Kokila-BoldItalic
    /Kokila-Italic
    /KozGoPro-Bold
    /KozGoPro-ExtraLight
    /KozGoPro-Heavy
    /KozGoPro-Light
    /KozGoPro-Medium
    /KozGoPro-Regular
    /KozMinPro-Bold
    /KozMinPro-ExtraLight
    /KozMinPro-Heavy
    /KozMinPro-Light
    /KozMinPro-Medium
    /KozMinPro-Regular
    /KristenITC-Regular
    /KunstlerScript
    /LaoUI
    /LaoUI-Bold
    /Latha
    /Latha-Bold
    /LatinWide
    /Leelawadee
    /Leelawadee-Bold
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMT-Bold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /LithosPro-Black
    /LithosPro-Regular
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /MalgunGothic
    /MalgunGothicBold
    /MalgunGothicRegular
    /Mangal
    /Mangal-Bold
    /Marlett
    /MaturaMTScriptCapitals
    /Meiryo
    /Meiryo-Bold
    /Meiryo-BoldItalic
    /Meiryo-Italic
    /MeiryoUI
    /MeiryoUI-Bold
    /MeiryoUI-BoldItalic
    /MeiryoUI-Italic
    /MesquiteStd
    /MicrosoftHimalaya
    /MicrosoftJhengHeiBold
    /MicrosoftJhengHeiRegular
    /MicrosoftNewTaiLue
    /MicrosoftNewTaiLue-Bold
    /MicrosoftPhagsPa
    /MicrosoftPhagsPa-Bold
    /MicrosoftSansSerif
    /MicrosoftTaiLe
    /MicrosoftTaiLe-Bold
    /MicrosoftUighur
    /MicrosoftYaHei
    /MicrosoftYaHei-Bold
    /Microsoft-Yi-Baiti
    /MingLiU
    /MingLiU-ExtB
    /Ming-Lt-HKSCS-ExtB
    /Ming-Lt-HKSCS-UNI-H
    /MinionPro-Bold
    /MinionPro-BoldCn
    /MinionPro-BoldCnIt
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Medium
    /MinionPro-MediumIt
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /Mistral
    /Modern-Regular
    /MongolianBaiti
    /MonotypeCorsiva
    /MoolBoran
    /MS-Gothic
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MS-UIGothic
    /MVBoli
    /MyriadPro-Bold
    /MyriadPro-BoldCond
    /MyriadPro-BoldCondIt
    /MyriadPro-BoldIt
    /MyriadPro-Cond
    /MyriadPro-CondIt
    /MyriadPro-It
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Narkisim
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NSimSun
    /NuevaStd-BoldCond
    /NuevaStd-BoldCondItalic
    /NuevaStd-Cond
    /NuevaStd-CondItalic
    /Nyala-Regular
    /OCRAExtended
    /OCRAStd
    /OldEnglishTextMT
    /Onyx
    /OratorStd
    /OratorStd-Slanted
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PlantagenetCherokee
    /Playbill
    /PMingLiU
    /PMingLiU-ExtB
    /PoorRichard-Regular
    /PoplarStd
    /PrestigeEliteStd-Bd
    /Pristina-Regular
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rod
    /RosewoodStd-Regular
    /SakkalMajalla
    /SakkalMajallaBold
    /ScriptMTBold
    /SegoePrint
    /SegoePrint-Bold
    /SegoeScript
    /SegoeScript-Bold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /SegoeUI-Light
    /SegoeUI-SemiBold
    /SegoeUISymbol
    /ShonarBangla
    /ShonarBangla-Bold
    /ShowcardGothic-Reg
    /Shruti
    /Shruti-Bold
    /SimHei
    /SimplifiedArabic
    /SimplifiedArabic-Bold
    /SimplifiedArabicFixed
    /SimSun
    /SimSun-ExtB
    /SnapITC-Regular
    /Stencil
    /StencilStd
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TektonPro-Bold
    /TektonPro-BoldCond
    /TektonPro-BoldExt
    /TektonPro-BoldObl
    /TempusSansITC
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /TraditionalArabic
    /TraditionalArabic-Bold
    /TrajanPro-Bold
    /TrajanPro-Regular
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga
    /Tunga-Bold
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Utsaah
    /Utsaah-Bold
    /Utsaah-BoldItalic
    /Utsaah-Italic
    /Vani
    /Vani-Bold
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vijaya
    /Vijaya-Bold
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Vrinda-Bold
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


