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Abstract—A multiuser secure broadcast system is considered, where
there are one multiantenna base station (BS), multiple single-antenna legit-
imate users, one multiantenna friendly jammer (FJ), and one multiantenna
eavesdropper (Eve). We jointly design the optimal precoding matrix at the
BS and the jamming covariance matrix at the FJ by minimizing the total
transmit power of the BS and FJ under the signal-to-interference-plus-noise
ratio constraints at the users and Eve. To solve this challenging problem,
when the FJ has more antennas than the users and Eve, we first find the
optimal structure of the jamming covariance matrix and, then, convert
the problem into its equivalent convex form. Also, we propose an iterative
algorithm to jointly design the precoding and jamming covariance matri-
ces in all scenarios. The solution obtained by this algorithm is shown to
be asymptotically optimal when the FJ has more antennas than the users
and Eve. Numerical results show that the proposed schemes considerably
outperform the existing schemes.

Index Terms—Cooperative jamming, multiuser system, physical layer
security, power minimization, precoding.

I. INTRODUCTION

Recently, the physical layer security has received much attention
in wireless communication systems [1]–[8], and the issue of security
is particularly important in multi-user communication systems. There
are several different approaches for the secure transmission in multi-
user broadcast scenarios (see [1] and the references therein), which
might be classified as follows: (secrecy) precoding, precoding with
artificial noise, independent precoding and cooperative jamming, and
joint precoding and cooperative jamming. Among these, the coopera-
tive jamming aided secure transmission is an active research topic in
the recent literature [3], [15]–[18]. In this paper, we focus on the joint
precoding and cooperative jamming which has not been studied yet in
the multi-user secure broadcast scenario.

In multi-user secure broadcast networks, various cooperative jam-
ming strategies were studied [4]–[6]. In [4], the optimal jamming tech-
nique was developed for the multi-antenna multiuser secure broadcast
system with one eavesdropper (Eve). In [5], the results of [4] were
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extended to the case of multiple Eves. These works, however, focused
only on designing the jamming scheme at the friendly jammer (FJ)
by simply adopting the existing transmission (reception) schemes at
the base station (BS) (at the legitimate users) designed for traditional
non-secure communication systems. Thus, the performance of the de-
sired communication links between the BS and legitimate users were
not considered at all. Furthermore, another critical limitation of the
techniques in [4] and [5] is that the secrecy performance is not always
satisfactory, because the task of interfering or confusing the Eve is
only up to the jamming strategy at the FJ. Addressing this issue, in [6],
another scheme was studied such that the BS and the FJ were jointly
optimized. The scheme of [6] worked better than [4] and [5] due to the
joint optimization. However, the performance of the scheme of [6] was
still limited because only the transmit power of the BS and the jamming
power of the FJ were optimized assuming a fixed precoding at the BS.
That is, in the scheme of [6], the precoding and jamming covariance
matrices were not jointly designed at all. Therefore, the algorithm in
[6] is not truly optimal at the system level, and its applicability and
performance are very sensitive to the adopted precoding scheme.

To overcome the limitations of the existing approaches and to ad-
dress the performance issue of the multi-user secure system with co-
operative jamming, the precoding matrix at the BS and the jamming
covariance matrix at the FJ should be fully and jointly designed. How-
ever, the problem of jointly optimizing the precoding and jamming
covariance matrices is indeed very difficult due to its high nonconvex-
ity, as pointed out in [4]–[6], and it is fundamentally different from
the existing joint design problem studied in [6]. Furthermore, the ex-
isting iterative algorithms to tackle nonconvex problems such as the
alternating optimization method cannot be directly used to iteratively
design the precoding and jamming covariance matrices, because the
problem still remains nonconvex even when some variables are fixed.
Overall, the joint design of the optimal precoding and jamming co-
variance matrices is indeed a very challenging task. To the best of our
knowledge, this critical issue has never been addressed in the literature
of the multi-user secure broadcast system and how to optimize the pre-
coding matrix jointly with the jamming covariance matrix still remains
unknown. These motivated our work.

In this paper, we study the joint design of precoding and cooperative
jamming in a multi-user secure broadcast system consisting of a BS,
multiple legitimate users, a FJ, and an Eve1. The BS, FJ, and Eve have
multiple antenna, and each user has a single antenna. The total transmit
power consumed by the BS and FJ is minimized by guaranteeing each
user’s signal to interference plus noise ratio (SINR) threshold while
constraining the Eve’s SINRs below certain thresholds. Overall, the
contributions of this paper are as follows:

1) When the number of antennas at the FJ is larger than those of the
users and Eve, we derive the optimal structure of the jamming
covariance matrix in the sense of minimizing the transmit power.

1Our considered optimization problem for the joint precoding and jam-
ming covariance matrices design is very important in many real-world
application scenarios of the cooperative jamming, e.g., wireless local
area/sensor/relay/powered communication networks, etc. [1].
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The existing structures of [4]–[6] are included in the proposed
structure as special cases.

2) For the same scenario above, we design the jointly optimal pre-
coding and jamming covariance matrices. We transform the orig-
inal nonconvex problem into a useful and tractable convex form
based on the optimal structure of the jamming covariance ma-
trix and the phase-rotation invariance property of the optimal
precoding matrix.

3) We develop an iterative joint design algorithm for precoding
and jamming covariance matrices, which is not restricted by
the number of antennas at the FJ, and thus, is applicable for
all scenarios. Also, the asymptotic optimality of the proposed
algorithm is established when the FJ has more antennas than the
users and Eve.

Notation: Absolute value, �2 norm, Frobenius norm, transpose, con-
jugate, conjugate transpose (or Hermitian), inverse, square root, trace,
and expectation are | · |, ‖ · ‖, ‖ · ‖F , (·)T , (·)∗, (·)H , (·)−1, (·)1/2,
Tr(·), and E[·], respectively. The ith element and the (i, j)th element
of a vector a and a matrix A are [a]i and [A]i ,j , respectively. The
m × m identity matrix and the m × n zero matrix are Im and 0m ×n ,
respectively. For a full-rank matrix A ∈ Cm ×n with m ≤ n, the (right)
Moore-Penrose pseudo-inverse is A† = AH (AAH )−1 ∈ Cn×m , and
the projection matrix onto the null space of A is ΠA = In − A†A.
We use (a) + and A � 0 to denote max{a, 0} and the positive semi-
definiteness of A, respectively. The complex Gaussian distribution with
mean ā and covariance A is CN (ā,A).

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

There are K legitimate users, each equipped with a single antenna.
The numbers of antennas at the BS, FJ, and Eve are denoted by NB ,
NJ , and NE , respectively. It is assumed that NB ≥ K , because the
number of users served by the BS should be practically less than that
of available beams at the BS [12]. Also, we assume that NJ ≥ NE

to prevent the jamming sequence of the FJ from being cancelled or
nulled out at the Eve. The channels from the BS and the FJ to the kth
user are denoted by hk ∈ CN B ×1 and gk ∈ CN J ×1, respectively, for
k = 1, · · · , K . Also, H0 ∈ CN E ×N B and G0 ∈ CN E ×N J represent
the channels from the BS and the FJ to the Eve, respectively. All fading
channels are assumed to be quasi-static and known at the BS and FJ2.
Also, all elements of hk , ∀k, gk , ∀k, H0, and G0 are assumed to be
independently distributed.

The BS sends independent messages to K legitimate users us-
ing the precoding technique: Ws =

∑K
k= 1 wk sk ∈ CN B ×1, where

s ∈ CK ×1 is the data symbol vector with E[ssH ] = IK , and W =
[w1, · · · ,wK ] ∈ CN B ×K is the precoding matrix. Also, the FJ trans-
mits a jamming signal z ∈ CN J ×1 distributed as CN (0,J), where
J � 0 is the jamming covariance matrix. The received SINR at the kth

2In many scenarios, it is possible to acquire the accurate channel information
of legitimate users [12]. Also, our channel assumption for the uncooperative
Eve is reasonable in certain scenarios. Specifically, when the Eve is a legitimate
user who is currently unscheduled in the downlink [2], [4]–[6], or the power
leakage from the Eve’s local oscillator can be sensed [1], [3], it is possible to
acquire the accurate channel information of the Eve.

user is given by

SINRk (W,J) =

∣
∣hT

k wk

∣
∣2

∑K
l= 1, l 	= k |hT

k wl |2 + gT
k Jg∗

k + σ2
k

. (1)

When the maximum ratio combining is used at the Eve [2], [7], [8], the
SINR of the kth stream at the Eve is given by SINR0,k (W,J) =
wH

k HH
0 R−1

k H0wk [10], where Rk =
∑K

l= 1, l 	= k H0wlwH
l HH

0 +
G0JGH

0 + σ2
0IN E

. Note that the expression SINR0,k (W,J) itself
is mathematically intractable due to high nonconvexity. For analytical
tractability, in this work, we use the following SINR upper bound at
the Eve:

SINRup
0,k (wk ,J) = wH

k HH
0

(
G0JGH

0 + σ2
0IN E

)−1H0wk

≥ SINR0,k (W,J) (2)

where the inequality follows since G0JGH
0 + σ2

k IN E

 Rk , ∀k, and

the equality is achieved when
∑K

l= 1, l 	= k H0wlwH
l HH

0 = 0, ∀k, i.e.,
the zero inter-stream interference at the Eve. Note that constraining the
upper bound of the SINR below a certain threshold always guarantees
that the actual SINR remains below that threshold.

B. Problem Formulation

In this paper, we aim to jointly design the precoding matrix W and
the jamming covariance matrix J to minimize the total transmit power
consumed by the BS and FJ constraining the SINR at the kth legitimate
user in (1) not to be smaller than a threshold γk and the upper bound
of the kth SINR at the Eve in (2) not to be larger than a threshold γ0,k .
The optimization problem thus can be formulated as

(P1) : min
W ,J�0

‖W‖2
F + Tr (J) s.t. SINRk (W,J) ≥ γk , ∀k,

SINRup
0,k (wk ,J) ≤ γ0,k , ∀k.

Note that the problem (P1) is nonconvex due to the nonconvex SINR
constraints. It thus is generally difficult or not possible to solve (P1)
directly. Furthermore, note that (P1) is much more challenging and
complicated compared to the existing problems tackled in [4]–[6],
because the full elements of the precoding and jamming covariance
matrices need to be jointly optimized.

Remark 1: The SINR constraints of (P1) guarantee that the actual
secrecy rate of the kth stream, Rs,k = [log2(1 + SINRk (W,J)) −
log2(1 + SINR0,k (W,J))] + , is always higher than the threshold
rs,k = [log2(1 + γk ) − log2(1 + γ0,k )] + ; that is, Rs,k ≥ rs,k , ∀k.
This means that constraining the SINRs of the users and Eve as in
(P1) indeed achieves the secure communication with the secrecy rate
rs,k at the very least. For this reason, many works on multi-user secure
communication have adopted the SINR as the security metric in both
cases of artificial noise [2] and cooperative jamming [4]–[6]. �

III. JOINT DESIGN OF PRECODING AND COOPERATIVE

JAMMING

A. Jointly Optimal Design When NJ ≥ NE + K

In order to transform (P1) into a convex problem, we first need to
derive the optimal structure of the jamming covariance matrix J, which
is presented in the following lemma.
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Lemma 1: When NJ ≥ NE + K , the optimal jamming covariance
matrix can take the following form:

J =

[
G
G0

]† [
0K ×K 0N E ×K

0K ×N E
Jeff

] ( [
G
G0

]† )H

(3)

where G = [g1, · · · , gK ]T ∈ CK ×N J and Jeff is an NE × NE posi-
tive semi-definite matrix.

Proof: See Appendix A. �
The optimal structure in (3) satisfies the following conditions: (i)

GJGH = 0K ×K and (ii)G0JGH
0 = Jeff. Thus, the result of Lemma 1

can be interpreted as follows. First, from the condition (i), the optimal
jamming signal must be transmitted in the directions that are orthogonal
to the users’ channels gk ,∀k; that is, there must be no interference to the
legitimate users. Second, from the condition (ii), the FJ must interfere
only the Eve using the effective jamming covariance matrix Jeff.

Remark 2: The existing structures of the jamming covariance ma-
trix in [4, eq. (2)], [5, eq. (9)], [6, eq. (12)] can be considered as special
cases of our general result in Lemma 1, which are obtained when Jeff

is diagonal, i.e., when the effective jamming strategy reduces a simple
power allocation. �

Using the result of Lemma 1, the problem (P1) reduces to the prob-
lem of jointly determining the precoding matrix W and the effective
jamming covariance matrix Jeff. However, it is still difficult to obtain
the jointly optimal W and Jeff due to the nonconvex SINR constraints.
To circumvent this difficulty and to reformulate (P1) as a convex prob-
lem, we further need the following result which states an important
property of the optimal precoding matrix.

Lemma 2: For the problem (P1), there must exist an optimal precod-
ing matrix that satisfies hT

k wk ≥ 0, ∀k, i.e., each hT
k wk is real-valued

and nonnegative.
Proof: Let W = [w1, · · · ,wK ] denote an optimal precoding ma-

trix for (P1) and let θk denote the phase of hT
k wk , ∀k. Then there

must exist another optimal precoding matrix of the form: W̃ =
[w1 exp(−jθ1), · · · ,wK exp(−jθK )] with which each hT

k wk is real-
valued and nonnegative; but both the objective function and the con-
straints remain the same. �

Now, using the results of Lemmas 1 and 2, it is possible to recast
(P1) into a useful and tractable convex form which is presented in the
following theorem.

Theorem 1: When NJ ≥ NE + K , the problem (P1) can be con-
verted into the following convex problem:

(P2) : min
W ,J eff�0

K∑

k= 1

‖wk ‖2 + Tr
(
Ψ−1

0 Jeff

)
(4a)

s.t.
∥
∥[hT

k W, σk ]
∥
∥ ≤

√
1 + 1/γk hT

k wk , ∀k, (4b)
[

γ0,k wH
k HH

0

H0wk Jeff + σ2
0IN E

]

� 0, ∀k, (4c)

where Ψ0 = G0ΠG GH
0 .

Proof: See Appendix B. �
Because the converted problem (P2) is convex, it can be efficiently

solved by the convex optimization techniques such as the interior point
method [11], which is in sharp contrast to the original nonconvex
problem (P1) that is practically infeasible to solve. Let Wopt and Jopt

eff

denote the jointly optimal precoding and effective jamming covariance
matrices for (P2), respectively. Then the optimal jamming matrix Jopt

is obtained by substituting Jopt
eff into (3).

B. Joint Design via Iterative Algorithm

In the previous subsection, we proposed the jointly optimal solu-
tion when NJ ≥ NE + K . However, this optimal solution cannot be
used when NJ < NE + K , because [GT ,GT

0 ]T has linearly depen-
dent rows, and thus, its right pseudo-inverse in (3) does not exist if
NJ < NE + K . Thus, the jamming signal of the FJ cannot be nulled
out at the users when NJ < NE + K ; that is, the jamming signal
leaks some interference to the users. Indeed, when NJ < NE + K ,
it is extremely difficult to obtain the jointly optimal solution, because
the problem remains highly nonconvex. To resolve the applicability
issue and the nonconvexity issue, in this section, we develop a joint
design algorithm that iteratively optimizes the precoding and jamming
covariance matrices. The proposed algorithm is not restricted by the
condition on NJ , and thus, it can be used for all scenarios whether
NJ < NE + K or NJ ≥ NE + K .

In order to develop the iterative algorithm, let us consider the equiv-
alent form of the problem (P1) (see Appendix A for the detailed pro-
cedure of reformulation):

(P3) : min
W ,X ,Σ�0 ,ε

‖W‖2
F + ‖X‖2

F (5a)

s.t.

∣
∣hT

k wk

∣
∣2

∑K
l= 1, l 	= k |hT

k wl |2 + σ2
k + εk

≥ γk , ∀k, (5b)

wH
k HH

0

(
Σ + σ2

0IN E

)−1
H0wk ≤ γ0,k , ∀k, (5c)

∥
∥gT

k X
∥
∥2 ≤ εk , ∀k, G0X = [Σ1/2, 0N E ×N J −N E

], (5d)

where ε = [ε1, · · · , εK ]T is a K × 1 real-valued vector, Σ is an NE ×
NE complex-valued matrix (corresponding to Jeff for the case of NJ ≥
NE + K), and X is an NJ × NJ complex-valued matrix decomposing
J as J = XXH . Note that the reformulated problem (P3) still remains
nonconvex even when some variables are fixed. Thus, the standard
alternating optimization concept cannot be directly applied to (P3).
Another difficulty is that even if the alternating method is applicable,
there exists the convergence issue, because a feasible initial point that
monotonically decreases the objective function is difficult to obtain.

To overcome the critical challenges above, we propose a new joint
design algorithm for precoding and jamming covariance matrices,
which has never been reported in the literature of the multi-user secure
system. Our proposed approach is completely new in the sense that the
challenging nonconvexity and convergence issues are resolved by de-
veloping intelligent iterative procedures for the precoding and jamming
covariance matrices design. Specifically, to resolve the convergence is-
sue and to overcome the difficulty in determining a convergent initial
point, given the parameter ε, we first obtain the precoding matrix as a
function of ε as follows:

(P3′) : min
W

K∑

k= 1

‖wk ‖2 s.t. (5b). (6)

The solution of (P3′) is derived in the following.
Lemma 3: The solution to (P3′) is given by

wk (ε) =
√

βT
k (ε + σ)vk , ∀k (7)
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Algorithm 1: Proposed iterative algorithm.
1: Initialize the algorithm with ε � 0K ×1.
2: Repeat the following steps:
3: Given ε, update X, Θ, and Ξ by solving the following

convex problem:

(P3′′) : min
P tot,X ,Θ ,Ξ

Ptot s.t. (8),
K∑

k= 1

‖wk (ε)‖2 + ‖X‖2
F ≤ Ptot,

∥
∥gT

k X
∥
∥2 ≤ εk , ∀k, G0X = [Θ, 0].

4: Given X and Ξ, update ε by solving the following linear
problem:

(P3′′′) :min
P tot,ε

Ptot s.t.
K∑

k= 1

βT
k (ε + σ)‖vk ‖2 + ‖X‖2

F ≤ Ptot,

βT
k (ε + σ)‖ΞH0vk ‖2 ≤ γ0,k , ∀k,

∥
∥gT

k X
∥
∥2 ≤ εk , ∀k.

5: until convergence.
6: Obtain the precoding matrix from (7) and the jamming

covariance matrix from J = XXH .

where σ = [σ2
1 , · · · , σ2

K ]T . In (7), βT
k ∈ R1×K is the kth row of B−1 ∈

RK ×K , where the diagonal and off-diagonal elements of B are given
by |hT

k vk |2/γk , ∀k, and −|hT
k vl |2, ∀k 	= l, respectively. Also, vk =

w̃k /‖w̃k ‖ ∈ CN B ×1, where w̃k =
(
IN B

+
∑K

l= 1 λlh∗
l h

T
l

)−1h∗
k and

λk ’s are obtained by the following system of equations: λk =
[
(1 +

γ−1
k )hT

k

(
IN B

+
∑K

l= 1 λlh∗
l h

T
l

)−1h∗
k

]−1
, ∀k.

Proof: See Appendix C. �
Next, to circumvent the nonconvexity issue, we relax the con-

straints of (5c) as follows: wH
k HH

0 Σ−1H0wk ≤ γ0,k , ∀k. Denot-
ing Θ = Σ1/2 ∈ CN E ×N E and introducing an additional variable
Ξ ∈ CN E ×N E , the relaxed constraints can be equivalently written as
(similar to the matrix inequality forms of (4c) in (P2))

[
Ξ IN E

IN E
Θ

]

� 0,

[
γ0,k wH

k (ε)HH
0 Ξ

ΞH0wk (ε) IN E

]

� 0, ∀k. (8)

Using the results of (7) and (8), we now can develop an iterative
algorithm for the joint precoding and jamming covariance matrices
design, which is summarized in Algorithm 1. It is worth noting that the
proposed algorithm solves the convex subproblems (P3′′) and (P3′′′)
iteratively (in Steps 3 and 4, respectively). This is clearly in sharp
contrast to the standard alternating algorithm, which cannot be used
to design the precoding and jamming covariance matrices iteratively
via convex subproblems. Also, because ‖W(ε)‖2

F is an increasing
function of ε, the objective function Ptot, i.e., the total transmit power
of the BS and FJ decreases or remains the same at each update with
any feasible initial point ε � 0, which is again in sharp contrast to
the standard alternating algorithm, where the objective value of (P3)
might zigzag instead of converging even with a feasible ε. Note that the
proposed algorithm converges to a stationary point (although it might
be a local optimum) of (P3) with the constraints of (5c) relaxed by
wH

k HH
0 Σ−1H0wk ≤ γ0,k , ∀k, since the Karush-Kuhn-Tucker (KKT)

conditions are satisfied after convergence [13].

In general, Algorithm 1 is suboptimal due to the constraint relax-
ation. Interestingly and fortunately, however, we can show that with
proper initialization, Algorithm 1 is asymptotically optimal. That is, it
works optimally as γk → ∞, ∀k, whenever NJ ≥ NE + K ,3 which
is proved in the following.

Lemma 4: When NJ ≥ NE + K , the solution obtained by
Algorithm 1 initialized with ε = 0 approaches the optimal solution
of (P1) as γk → ∞, ∀k.

Proof: See Appendix D. �

IV. PERFORMANCE COMPARISON AND COMPLEXITY ANALYSIS

A. Performance Comparison

In the numerical simulations, we consider a multi-user secure system
with NB = NE = K = N , γk = γ, ∀k, and γ0,k = γ0, ∀k. We set the
number NJ of antennas at the FJ for two different cases as follows:
NJ = 2N (= NE + K) for Case 1 and NJ = 2N − 1 (< NE + K)
for Case 2. The noise variances are set to σ2

k = 0 dB, k = 0, 1, · · · , K .
The elements of all fading channels are independently generated from
the Rayleigh fading with the power gain of η. Unless stated other-
wise, we use N = 4, γ0 = 0.005γ, and η = 0 dB. For Case 1, all the
schemes including the proposed schemes and the existing schemes of
[5] and [6] are compared. On the other hand, for Case 2, the only
comparable schemes are the proposed iterative algorithm and the al-
ternating algorithm of [6], because the other schemes are not appli-
cable for Case 2. For both Cases 1 and 2, the performance of [5]
and [6] is evaluated by applying the widely used zero-forcing precod-
ing method: wk =

√
pk ΠH k

h∗
k /

∥
∥ΠH k

h∗
k

∥
∥, ∀k, where the transmit

power pk needs to be allocated according to [5] or [6].
Fig. 1 shows the performance of different schemes under various

settings. In this figure, the total transmit power is shown versus the
SINR threshold of the users, γ; versus the ratio between the SINR
thresholds of the Eve and users, γ 0

γ
when γ = 0 dB; versus the channel

power gain, η, when γ = 10 dB; versus the number of antennas (at
the BS, Eve, and users), N , when γ = 10 dB; and versus the lower
bound of secrecy rate when γ = 10 dB. From Fig. 1, it can be seen
that the total transmit power of the schemes decreases in the following
situations: when the users’ SINR threshold increases; when the SINR
ratio decreases; when the channel power gain decreases (for Case 1);
when the number of antennas increases; and when the secrecy rate target
increases. This is mainly because the minimum required power for the
BS to satisfy the SINR constraints becomes larger. For Case 2, the total
transmit power of the schemes increases as the channel power gain
increases since the jamming interference leaked to the users becomes
larger, and thus, the higher transmit power is required at the BS to
satisfy the SINR constraints.

It is very important to observe that under all the settings, the pro-
posed schemes significantly outperform the conventional schemes in
terms of the minimum transmit power thanks to the joint design of
the precoding and jamming covariance matrices. For example, from
the first subfigure of Fig. 1, the performance gain is observed to be
particularly large when γ is smaller than 20 dB. This clearly indicates
that the proposed schemes are very beneficial in the practical range of

3Using the result of [19, Th. III.1], it can be shown that (P1) is always feasible
when NJ ≥ NE + K . Similarly, it can be shown that (P3′), (P3′′), and (P3′′′)
are always feasible when NJ ≥ NE + K .
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Fig. 1. Performance of different schemes under various settings. The number of antennas at the FJ is NJ = NE + K for Case 1 and NJ < NE + K
for Case 2.

the users’ SINR thresholds, γ ∈ [0, 20] dB, while guaranteeing signif-
icantly degraded SINR performance at the Eve. Also, as can be seen
from the last subfigure of Fig. 1, the secrecy rate of the multi-user sys-
tem can be considerably enhanced by the proposed joint design of the
precoding and jamming covariance matrices. Further observations can
be made as follows. For Case 1, the proposed jointly optimal solution
shows the best performance, as expected. Furthermore, for Case 1, the
performance of the proposed iterative algorithm approaches the opti-
mal performance as γ increases, which validates our result in Lemma 4.
For both Cases 1 and 2, the performance of the conventional schemes
[5] and [6] is substantially limited (or almost saturated), because the
joint design was not considered at all in [5] and only the transmit power
of the BS and jamming power of the FJ were jointly optimized in [6].

B. Complexity Analysis and Discussions on Applicability

First, the proposed jointly optimal solution via (P2) has the to-
tal complexity of O(

N 3
J + K(N 3.5

B + N 6.5
E )

)
, which accounts for the

complexities of the pseudo-inversion in (3) [19] and of the interior
point method to solve (P2) [11]. Next, the complexities to solve the
subproblems (P3′′) and (P3′′′) in the Steps 3 and 4 of Algorithm 1
are given by O (

K(N 3.5
J + N 6.5

E )
)

and O (
KN 3.5

B

)
, respectively [11].

Thus, the total complexity of the proposed iterative algorithm is
O(

NiterK(N 3.5
B + N 3.5

J + N 6.5
E )

)
, where Niter denotes the number of

iterations. Finally, the total complexities of the existing methods of [5]
and [6] are estimated asO(KN 3.5

E ) andO(K3 + KN 3.5
E ), respectively,

which are mostly related to the jamming power allocation. Overall,
the proposed jointly optimal scheme and the iterative algorithm re-
quire the moderate and high complexities, respectively, whereas the
existing methods [5] and [6] have the low and lower complexities,
respectively.

From the complexity results along with the performance results,
several observations can be made regarding the applicability of dif-
ferent schemes. First, for the case of NJ ≥ NE + K (Case 1), the
proposed jointly optimal solution should be adopted for all SINR range
to achieve the best performance with lower complexity than the iter-
ative algorithm. On the other hand, for the case of NJ < NE + K

(Case 2), the proposed iterative algorithm should always be used, be-
cause this algorithm is able to work in this case with substantially
better performance. Finally, it appears that the existing schemes [5]
and [6] should not be used for any case, because their performance is
always significantly worse than the proposed schemes. However, if the

computational complexity available at the system is very limited, those
existing schemes [5] and [6] might need to be used at the expense of
performance loss.

V. CONCLUSION

We studied the joint design of the precoding and cooperative jam-
ming for the multi-user secure broadcast system. When the number of
antennas at the FJ is larger than those of the users and Eve, we proposed
the jointly optimal solution. Also, we proposed the iterative algorithm
for all scenarios. The proposed schemes significantly outperformed the
existing methods.

The proposed method has the potential applicability in the relay
system such as studied in [20], [21]. For example, for the coopera-
tive jamming scenarios in the decode-and-forward relay networks with
multi-antenna source/relay and multiple single-antenna destinations,
the proposed schemes are well applicable to jointly designing the relay
precoding and cooperative jamming.

In our current work, we jointly designed the precoding and coopera-
tive jamming matrices under the accurate channel knowledge. However,
it might not be always possible to obtain the accurate channels if the
channel estimation errors and/or quantization errors are non-negligible.
As a further work, therefore, it is very interesting and important to
jointly design the robust precoding and jamming covariance matrices
under the imperfect channel knowledge.

APPENDIX A
PROOF OF LEMMA 1

Without loss of generality, when NJ ≥ NE + K , we can decom-
pose the jamming covariance as J = XXH , where X ∈ CN J ×N ′

J and
NE ≤ N ′

J ≤ NJ . Define GX = XG ∈ CK ×N ′
J and G0X = XG 0 ∈

CN E ×N ′
J . Then we can reformulate (P1) as its equivalent form with

more variables, as follows:

(P1′) : min
W ,X ,XG ,XG 0

,N ′
J

‖W‖2
F + ‖X‖2

F

s.t.

∣
∣hT

k wk

∣
∣2

∑K
l= 1, l 	= k |hT

k wl |2 +
∥
∥xT

G ,k

∥
∥2 + σ2

k

≥ γk , ∀k,

wH
k HH

0

(
XG 0X

H
G 0

+ σ2
0IN E

)−1H0wk ≤ γ0,k , ∀k,

GX = XG , G0X = XG 0 ,
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where xT
G ,k ∈ C1×N ′

J denotes the kth row of XG . Suppose that

W = [w1, · · · ,wK ] is the optimal solution to (P1′) with ‖xT
G ,k ′ ‖2 > 0

for some 1 ≤ k′ ≤ K . It can be shown that there exists another fea-
sible solution W̃ = [w1, · · · ,wk ′−1,

√
αwk ′ ,wk ′+ 1, · · · ,wK ] with

α < 1 and ‖xT
G ,k ′ ‖2 = 0, which decreases the objective function. Due

to the contradiction, therefore, the conditions ‖xT
G ,k ‖2 = 0, ∀k, must

hold at the optimum point, i.e., XG = GX = 0K ×N ′
J

. To fulfill this
condition, it must be N ′

J = NJ − K (≥ NE ), because the dimension
of the null space of G is NJ − K . We now determine the optimal
form of the jamming covariance matrix. Given the other variables in
(P1′), from XG = 0K ×(N J −K ) , the optimal X can be determined by

min
X

‖X‖2
F s.t.

[
G
G0

]

X =
[
0K ×(N J −K )

XG 0

]

. The solution to this

problem is the well-known minimum norm solution of the underde-
termined system. Thus, it is obvious that the optimal X is given by

X =
[

G
G0

]† [
0K ×(N J −K )

XG 0

]

. Substituting this result into J = XXH

and denoting Jeff = XG 0X
H
G 0

, the optimal jamming covariance struc-
ture can be expressed as in (3).

APPENDIX B
PROOF OF THEOREM 1

Using the result of Lemma 1 and rearranging the terms, the
SINR constraints of the users can be equivalently expressed as
‖[hT

k W, σk ]‖2 ≤ (
1 + γ−1

k

) |hT
k wk |2, ∀k. Since hT

k wk ≥ 0, ∀k,
from Lemma 2, we can take the square root of both sides, which results
in the convex second-order cone constraints of (4b). Second, using the
result of Lemma 1, the SINR constraints of the Eve can be equiva-
lently expressed as the matrix inequality forms of (4c) using the Schurs

complement lemma

[
A1 AH

2

A2 A3

]

� 0 ↔ A1 − AH
2 A−1

3 A2 � 0 [11].

Using the block-matrix inversion, it can be shown that the transmit
power of the FJ is given by Tr

(
Ψ−1

0 Jeff

)
when (3) is substituted.

APPENDIX C
PROOF OF LEMMA 3

Given ε, (P3′) can be converted into the convex form similar to
(P2). Thus, the KKT conditions become sufficient and necessary for
the optimal solution [11]. Let L denote the Lagrange function of (P3′).
Then it can be shown that the KKT conditions ∂L/∂w∗

k = 0N B ×1, ∀k,
are equivalent to wk = λk {(1 + γ−1

k )hT
k wk }w̃k , ∀k, where λk ≥ 0,

∀k, denote the Lagrange multipliers. As we proved in Lemma 2, hT
k wk

can be treated as a nonnegative real value for all k. Thus, denoting
pk = λ2

k {(1 + γ−1
k )hT

k wk }2/‖w̃k ‖2 ≥ 0, ∀k, the optimal precoding
vector can be expressed aswk =

√
pk vk ,∀k. It can be proved that at the

optimal solution, the SINR constraints of (5b) must hold with equality.
From this, we have p = B−1(ε + σ). Each Lagrange multiplier λk is
computed as follows: hT

k wk = λk {(1 + γ−1
k )hT

k wk }hT
k w̃k → λk =

[(1 + γ−1
k )hT

k (IN B
+

∑K
l= 1 λlh∗

l h
T
l )−1h∗

k ]−1, ∀k.

APPENDIX D
PROOF OF LEMMA 4

When NJ ≥ NE + K , the convergent point of Algorithm 1 ini-
tialized by ε = 0 is an jointly optimal solution of the problem
(P1) (or equivalently, (P1′)) with the relaxed constraints, due to the
jointly convexity. Therefore, to prove Lemma 4, we need to verify
that the relaxation is tight when γk → ∞, ∀k. For the proof, we
consider the case of ρk < ∞, ∀k, without loss of generality. Let
wk =

√
pk vk , ∀k, where pk ≥ 0 and vk ∈ CN B ×1 with ‖vk ‖ = 1.

Then it can be shown that the following conditions must hold to ful-

fil the SINR constraints as γk → ∞, ∀k: pk → ∞ and |hT
k vl |2 → 0,

∀l 	= k for all k. Also, the eigenvalues of Σ must approach infinity
to obtain the bounded ρk < ∞, ∀k. It thus follows that as γk →
∞, ∀k, wH

k HH
0 Σ−1H0wk − wH

k HH
0

(
Σ + σ2

0IN E

)−1 H0wk →
0, ∀k. Hence, the constraint relaxation is asymptotically
tight.
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